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1 General information

1.1 About this documentation

This documentation is an integral part of the product. The documentation is intended

General information
About this documentation

for all employees who perform work on the product.

Make sure that this documentation is accessible and legible. Ensure that persons re-
sponsible for the systems and their operation as well as persons who work with the
product independently have read through the documentation carefully and understood
it. If you are unclear about any of the information in this documentation, or if you re-

quire further information, contact SEW-EURODRIVE.

1.2 Content of the documentation

The descriptions in this documentation refer to the software and firmware versions at
the time of publication. These descriptions might differ if you install later software or

firmware versions. In this case, contact SEW-EURODRIVE.

The latest edition of the documentation is also always available in Online Support on

the website of SEW-EURODRIVE.

1.3 Structure of the warning notes

1.31 Meaning of signal words

The following table shows the grading and meaning of the signal words for safety

notes:

Signal word

Meaning

Consequences if disregarded

A DANGER Imminent hazard Severe or fatal injuries

A WARNING Possible dangerous situation Severe or fatal injuries

A CAUTION Possible dangerous situation Minor injuries

NOTICE Possible damage to property Damage to the product or its envi-
ronment

INFORMATION Useful information or tip: Simplifies

handling of the product.

1.3.2 Structure of section-related safety notes

Section-related safety notes do not apply to a

specific action but to several actions

pertaining to one subject. The hazard symbols used either indicate a general hazard

or a specific hazard.

This is the formal structure of a safety note for a specific section:

SIGNAL WORD
Type and source of hazard.

Possible consequence(s) if disregarded.
* Measure(s) to prevent the hazard.

1
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General information
Decimal separator in numerical values

Meaning of the hazard symbols

The hazard symbols in the safety notes have the following meaning:

Hazard symbol Meaning

General hazard

1.3.3 Structure of embedded safety notes

Embedded safety notes are directly integrated into the instructions just before the de-
scription of the dangerous action.

This is the formal structure of an embedded safety note:

A SIGNAL WORD! Type and source of hazard. Possible consequence(s) if disre-
garded. Measure(s) to prevent the hazard.

1.4 Decimal separator in numerical values

In this document, a period is used to indicate the decimal separator.
Example: 30.5 kg

1.5 Rights to claim under limited warranty

Read the information in this documentation. This is essential for fault-free operation
and fulfillment of any rights to claim under limited warranty. Read the documentation
before you start working with the product.

6 Manual — MOVIKIT® OPC-UA, MOVIKIT® OPC-UA add-on SensorInterface
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General information
Product names and trademarks

1.6 Product names and trademarks

The product names mentioned in this documentation are trademarks or registered
trademarks of the respective titleholders.

1.7 Copyright notice

© 2023 SEW-EURODRIVE. All rights reserved. Copyright law prohibits the unautho-
rized reproduction, modification, distribution and use of this document — in whole or in
part.

1.8 Applicable documentation

For all other components, refer to the corresponding documentation.
Always use the latest edition of the documentation and the software.

The SEW-EURODRIVE website (www.sew-eurodrive.com) provides a wide selection
of documents for download in various languages. If required, you can also order print-
ed and bound copies of the documentation from SEW-EURODRIVE.
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2

Safety notes

Preliminary information

2 Safety notes

21 Preliminary information

The following general safety notes serve the purpose of preventing injury to persons
and damage to property. They primarily apply to the use of products described in this
documentation. If you use additional components, also observe the relevant warning
and safety notes.

2.2 Target group

Specialist for work-
ing with software

Any work with the software may only be performed by a specialist with suitable train-
ing. A specialist in the context of this documentation is someone who has the following
qualifications:

» Appropriate instruction
» Knowledge of this documentation and other applicable documentation

+  SEW-EURODRIVE recommends additional training for products that are operated
using this software.

2.3 IT security

If you need support with the configuration, contact SEW-EURODRIVE Service. You
can obtain information about current security-related issues by e-mail or on the
Product Security Management website. There you will find various contact options for
reporting security-related problems.

For detailed information on the IT security of the products used, refer to the respective
documentation.

24 Designated use

The MOVIKIT® software modules described in this manual are software licenses for
enabling communication according to the OPC UA specification based on the commu-
nication stack of the OPC Foundation.

Use the device-independent MOVISUITE® engineering software to enable communi-
cation with the IEC Editor and to apply it to a MOVI-C® CONTROLLER.

8 Manual — MOVIKIT® OPC-UA, MOVIKIT® OPC-UA add-on SensorInterface
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3
3.1

3.141

3.1.2

MOVIKIT® OPC-UA

Module description

MOVIKIT® OPC-UA

Module description

The MOVIKIT® OPC-UA software module provides an OPC UA server and an
OPC UA client on the MOVI-C® CONTROLLER of performance classes UHX25A,
UHX45A, UHX65A, and UHX86A. Both the server and the client implement communi-
cation according to the OPC UA  specification following the
"Micro Embedded Device Server" profile based on the OPC Foundation communica-
tion stack. Communication takes place via the binary protocol and standard port 4840.

The OPC UA server publishes its data via the symbol configuration in the IEC Editor
or via the information model in the communication manager. It can communicate with
OPC UA clients in the MOVI-C® CONTROLLER from SEW-EURODRIVE as well as
with devices from other manufacturers such as HMI panels, augmented reality solu-
tions, or tablets for visualizations. The OPC UA client can communicate with other
OPC UA servers via the data source manager.

In the simplest case, the client and server communicate unencrypted without certific-
ates and with deactivated user management; logging in is anonymous. Encrypted
communication with certificates and/or user management can also be used. Pub-Sub
communication is not supported.

A MOVI-C® CONTROLLER can also be an OPC UA client for other servers and an
OPC UA server for other clients.

Requirements

One of the following MOVI-C® CONTROLLER with the listed firmware version is re-
quired to use OPC UA. The scope of functions described in this manual refers to firm-
ware version 8.0, regardless of the controller. For startup, at least the specified ver-
sion of the MOVISUITE® engineering software is required. The function of OPC UA is
only permanent if a valid purchase license is active. Switch the MOVI-C®
CONTROLLER off and on to complete the activation of the purchase license over the
runtime.

MOVI-C® CONTROLLER |Firmware MOVISUITE®
UHX25A (standard)

UHX45A (advanced) from 7.0 V2.30
UHX65A (progressive)

UHX86 from 8.0 V2.40

The OPC UA client is part of the MOVIKIT® Visualization software module as of ver-
sion 1.3.4.0. The scope of functions described below refers to version 1.4.1.0.

License type

Performance license (performance-based license for a MOVI-C® CONTROLLER)

For more information on licensing, refer to the documents MOVIKIT® Licensing and
MOVI-C® Software Components. You can download the documents from the SEW-
EURODRIVE Website.
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Functions

3 MOVIKIT® OPC-UA

3.1.3 Order information

The following table shows the order data for MOVIKIT® OPC UA in relation to the vari-
ous performance classes of the MOVI-C® CONTROLLER.

MOVI-C® CONTROLLER |Type designation Part number
UHX25A (standard) SMK1501-020 23373008
UHX45A (advanced) SMK1501-040 23373016
UHX65A (progressive) SMK1501-060 23372540
UHX86 SMK1501-080 23374683

3.2 Functions

Overview of functions:

Providing an OPC UA server

« Providing all data available and selected on the MOVI-C® CONTROLLER using
the OPC UA communication protocol.

+ Connecting a MOVI-C® CONTROLLER to a third-party component that is an
OPC UA client.

* Connecting a third-party component with an OPC UA client to a
MOVI-C® CONTROLLER.

* Provision of structures according to the OPC UA information model in function
blocks via the communication manager. The use of methods is currently not sup-
ported.

Assigning a name for the MOVI-C® CONTROLLER

Freely adjustable name of the MOVI-C® CONTROLLER [1], which is used in the sym-
bolic designation of the node ID.

18014432319363979

Providing an OPC UA client

Providing an OPC UA client for the MOVI-C® CONTROLLER via the data source man-
ager or the MOVIKIT® Visualization software module. This means that, for example,
the following functions are possible:

« Cross communication between two MOVI-C® CONTROLLER as an alternative to
network variables.

« Connecting an actuator or sensor to the MOVI-C® CONTROLLER as an OPC UA
server.

« Connecting a visualization (client) to a MOVI-C® CONTROLLER (server).

1()  Manual - MOVIKIT® OPG-UA, MOVIKIT® OPC-UA add-on Sensorinterface
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MOVIKIT® OPC-UA 3

Application examples

Providing mechanisms for IT security

» Protection via certificates and encryption

* User and password can also be used as OPC UA server

» User group dependent enable of the variables in the symbol configuration

Connecting the DUV40A sensor

Use the "MOVIKIT® OPC UA add-on Sensorinterface" (— B 14) software module to
connect the DUV40A sensor from SEW-EURODRIVE.

3.3 Application examples

3.31 MOVI-C® CONTROLLER as a simple OPC UA server

The following figure shows an example implementation of a visualization (client) to a
MOVI-C® CONTROLLER (server) using OPC UA.

OPC UA topology
=HOPC UA EtherCAT®/SBus

PLUS

-

1 1 |
x
g s L
- “(7') n
% 8 E P Sensor
Visualization g % %
(SEW-EURODRIVE or third- =
party manufacturer), e.g.: =0 & MOVI-PLC® I/O system C
- HMI panel %
- Operator terminal =

- Web operator terminal

- Augmented reality |
- Mobile phone
- Tablet

Actuator Actuator

63050425198757003

The HMI panel acts as the interface to the system/machine operator. Behind the user
interface there is usually extensive code with corresponding programming effort that
should not be lost by using a MOVI-C® CONTROLLER. In case of a replacement, this
code can be retained as long as the HMI panel has an OPC UA client. This significant-
ly reduces the effort required to change from any controller to a
MOVI-C® CONTROLLER.

When using the MOVIKIT® OPC UA software module, you do not need to insert vari-
ables in a fieldbus telegram to transfer them to a higher-level controller and then send
them to the visualization. Symbolic access is easy to handle, as is the architecture
through a direct connection between the MOVI-C® CONTROLLER and the visualiza-
tion.

The MOVIKIT® OPC-UA software module provides access to all sensor and actuator
data provided in the IEC part of the MOVI-C® CONTROLLER. This allows numerous
products that use the OPC UA standard to communicate with each other.
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3 MOVIKIT® OPC-UA

Application examples

3.3.2 MOVI-C® CONTROLLER as OPC UA server with OPC UA information model

The following figure shows an example of the implementation of a visualization and
control of an external software application (client) to a MOVI-C® CONTROLLER
(server) using OPC UA.

PLUS

“HPC UA EtherCAT®/SBus
! HI I I I I |
[n's
: U £ i
. ® 6' F ® Sensor
CEl ©
>z 8
— (@) () 2
=0 x MOVI-PLC® 1/0-System C
— >
[ o)
— =
- .

Client

-
|l -l

Actuator Actuator

18014435110002571

The application on the MOVI-C® CONTROLLER is controlled by an external client in a
standardized manner according to the OPC UA information model. This means that,
for example, an application on a PC or another controller within the application can di-
rectly access and trigger actions. Methods are not yet supported.
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MOVIKIT® OPC-UA 3

Application examples

3.3.3 MOVI-C® CONTROLLER or visualization as OPC UA client

The following figure shows an example of communication between two MOVI-C®
CONTROLLER. One device takes over the role of the server and the other the role of

the client.
EtherCAT®/SBus™"° “HPC UA EtherCAT®/SBus™"°
I I I H I I |
" Y oce b il
MOVI-PLC® ® CONTROLLER (018 (O] MOVI-PLC®
1/0O system C 1/0O system C

MOVIDRIVE® system
MOVIDRIVE® system

S B R

Actuator Actuator Actuator Actuator

18014435110033803

OPC UA is increasingly replacing proprietary solutions such as ARTI or network vari-
ables as the communication standard between SEW-EURODRIVE products. In addi-
tion, OPC UA offers a standardized interface for communication between correspond-
ing clients and servers from various other manufacturers.

Manual — MOVIKIT® OPC-UA, MOVIKIT® OPC-UA add-on Sensorinterface | 3



4 MOVIKIT® OPC UA add-on Sensorinterface

Module description

4 MOVIKIT® OPC UA add-on Sensorinterface
4.1 Module description

The MOVIKIT® OPC-UA add-on Sensorinterface offers easy connection of various
sensors via OPC UA client. The various sensor connections are grouped together un-
der the license. The DUV40A sensor from SEW-EURODRIVE with part number
19175892 is recommended.

411 Requirements

The MOVIKIT® OPC-UA add-on SensorInterface software module is a product based
on the MOVIKIT® OPC-UA software module. This is why both components are
needed. The DUV40A sensor is required in addition to the requirements for the
MOVIKIT® OPC-UA software module.

41.2 License type

Single (license for a MOVI-C® CONTROLLER). A separate license instance is re-
quired for each sensor used.

For more information on licensing, refer to the documents MOVIKIT® Licensing and
MOVI-C® Software Components. You can download the documents from the SEW-
EURODRIVE Website.

41.3 Order information

The following table shows the order data for MOVIKIT® OPC-UA add-on Sensorinter-
face in relation to the various performance classes of the MOVI-C® CONTROLLER.

MOVI-C® CONTROLLER |Type designation Part number
UHX25A (standard)
UHX45A (advanced)
SMK1505-000 23373377
UHX65A (progressive)
UHX86
4.2 Functions

In additon to the MOVIKIT®* OPC UA software module, the
MOVIKIT® OPC UA add-on Sensorinterface offers the following functions:

» Integrating a sensor as OPC UA server

« Transferring sensor data to the MOVIKIT® OPC UA software module within the
controller.

1 4 Manual — MOVIKIT® OPC-UA, MOVIKIT® OPC-UA add-on SensorInterface
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MOVIKIT® OPC UA add-on Sensorinterface 4

Advantages

The following figure shows an example using the DUV40 sensor on a
MOVI-C® CONTROLLER as well as data transfer to a third-party product (e.g. monitor,
HMI panel, higher-level controller, server or cloud).

Visualization/Controller/Edge/Server/Cloud

------- Bl [mtls[m

OPC UA client

‘ “HOPC UA |—> Customer

T
c
K]
ST © ©
-
S 83 ® OPC UA i
§ Ox server OPC UA client
¥ioskE CODESYS
00 MOVIKIT® OPC UA MOVIKIT® OPC UA
=0 Add-On Sensorlinterface

bW ..

Field units with OPC UA server, e.g. loT sensor DUV40

36028830505332235

The path marked as "optional" from the sensor directly to the third-party product by-
passes the controller and is therefore limited to the sensor data. It is not part of this
software. The advantages of direct feedback from the MOVI-C® CONTROLLER to the
process are not available in this setup.

4.3 Advantages

« Easy connection of the DUV40A sensor from SEW-EURODRIVE

» Feedback to the process is possible, since IEC data from the
MOVI-C® CONTROLLER is available in addition to the sensor data.

* Flexible use of DUV40, not necessarily for the monitoring of motor and gear unit

» Cost-effective basis for existing and new loT applications with products from
SEW-EURODRIVE (also taking into account the costs for the MOVIKIT® OPC UA
software module and the MOVI-C® CONTROLLER)
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5

Startup
General information

5

5.1

5.2

5.3
5.3.1

Startup

This chapter describes the startup steps specific to the software module in more de-
tail. For more detailed information and notes on the startup of all other devices and
software components used in the project, refer to the corresponding documentation.

General information

OPC UA (Open Platform Communications Unified Architecture) according to
IEC 62541 is increasingly establishing itself as a communication standard in mechani-
cal and plant engineering. This makes it easier to network devices and exchange in-
formation.

Unlike conventional fieldbus connections or visualization interfaces, a device has the
ability to provide symbolic information about itself, which means about its properties,
variables, process values, and capabilities. The other devices in the network can read
and write these objects. In this way, OPC UA meets the requirements of a standard-
ized, service-oriented architecture (SOA). Defined profiles include, for example, pro-
cess data exchange (data access) and methods (historical access and alarms and
conditions).

Conventional protection goals of IT security include among others to ensure that the
data is only accessible to authorized participants, that the origin of the data is known,
and that the data cannot be manipulated. Part 2 of the OPC UA specification (security
model) describes the security mechanisms for this communication. A distinction is
made between security settings (security policy and message security mode) to pro-
tect the data and authentication settings as a requirement on the clients and servers
involved in the communication.

Software required for startup

Usecase:

Settings

The following software is required:
«  MOVISUITE® engineering software

«  OMH memory card with MOVIRUN®; an OMW memory card (Windows 10 loT) is
not required.

For more detailed information on the hardware requirements of the individual software
components, see the documentation for the respective software.

The simple OPC UA server without IT security

The OPC UA server implements the "Micro Embedded Device Server" profile and is
an additional software module on the real-time part of the MOVI-C® CONTROLLER
(OMH card). The software module is a performance license. For the designation and
part number of the software module matching your MOVI-C® CONTROLLER, refer to
section "Order information" (— B 10).

16 Manual - MOVIKIT® OPG-UA, MOVIKIT® OPC-UA add-on Sensorinterface
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Startup
Usecase: The simple OPC UA server without IT security

If the property "Support OPC UA features" is active in the symbol configuration in the
IEC editor, the software module provides the selected data for suitable OPC UA cli-
ents. The symbol configuration is automatically created when generating the IEC proj-
ect.

] |IHXG55erver B8 Symbol Configuration x
View ~ | [¥¥ Build |— Settings - | Tools -
|
default | @ Support OPC UA features L

1> Indude Comments in XML

[ Indude Node Flags in XML

Changed symbol configu

Symbols
¥ GVL_OPCUA Configure comments and attributes...

36028829339124747
[11 Menu item [Support OPC UA features]

The following modes are used:

» Security Policy = None

* Message Security Mode = None

» Authentication Settings = Anonymous

The binary protocol is used for communication. In the connection setup, it is typically
identified as opc.tcp://<Server IP>:4840. The IP address of the server corre-
sponds to the IP address of the engineering interface X80 selected for the
MOVI-C® CONTROLLER. Port 4840 is registered with IANA and reserved for
OPC UA.

If the communication partner expects a symbolic host name, it can be specified via
MOVISUITE® (preferred solution) or via a correspondingly adapted file
SewPlcIp.xml in the folder System on the OMH card of the
MOVI-C® CONTROLLER. In the delivery state of the OMH card, this file has the name
SewPlcIp.Example.xml and is not active. In this case, adjust the host name via
MOVISUITE® in the configuration of the MOVI-C® CONTROLLER in the configuration
menu [Communication] > [Engineering] using the "Saved host name" field.

Manual — MOVIKIT® OPC-UA, MOVIKIT® OPC-UA add-on SensorInterface 1 7



Startup
Usecase: The simple OPC UA server without IT security

Otherwise, open the file SewPlcIp.Example.xml to assign the host name, adjust
the host name there in the code accordingly, save the file under the name
SewPlcIp.xml in the same folder and switch the MOVI-C® CONTROLLER off and on
again.

|—<f'ipCcn'Fig_V4>

¢!-- LAN 3: Engineering Interface --»>
<IpConfig V4 InterfaceMumber="2":>
<DHCP>false</DHCP

<IpAddress»192.168.10.168</IpAddress >
<NetMask»255.255.255.8</NetMask>
<GatewayAddress»>192.163.180.1</Gatewayiddress.
<NameServer>@.@.08.8</NameServer:>

[1] i — <Hosthame >MOVI -C - ENG< /Hosthams
</IpCenfig_ V4>
<!-- LAN 4 -->

E<IDCDH‘F5 = V4 InterfaceMumber="1"3

9007231574895627
[11 Symbolic host name

5.3.2 Testing the communication

You can test the communication with the OPC UA server using the open source soft-
ware UaExpert from Unified Automation. You can download UaExpert from the Inter-
net and install it on your computer.

To perform a simple test, do the following:

v" You have defined process data values for communication via OPC UA in the sym-
bol configuration of the IEC program.

v You have loaded the IEC program onto the MOVI-C® CONTROLLER.
v" You have installed the UaExpert software.
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Startup
Usecase: The simple OPC UA server without IT security

1. Start UaExpert.
= The user interface is displayed:

D&EB@.%% >< 0lip |

Project [ i Y
l'-.‘:.:ff':‘ ? o
~ [ Project PN
2 Servers |
v [ Documents
Advanced

[0 Data Access View Discaverv
Server Information
Endpaint Url |opc.b:p:ff192‘ 168.10,4:4840

4
Security Settings / [ ]
Security Policy Mone -
v\

Configuration Name | UHX

(5]

(21—
Message Security Mode | Mone
|Address Space | Authentication Settings [3]
(® Anonymous
_ Usermname asz
18014430871850379
[11 [Add Server] button

(2]
(3]
(4]
(3]

"Advanced" tab

"Message Security Mode" drop-down list
"Security Policy" drop-down list
"Endpoint Url" edit box

2. Click on the [Add Server] button.
= The "Add Server" window opens.
3. Open the "Advanced" tab.

In the "Endpoint Url" edit box, enter the protocol, IP address and port of the
OPC UA server.

Select "None" from the "Security Policy" drop-down list.

Select "None" from the "Message Security Mode" drop-down list.
Click on the [OK] button.
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Usecase: The OPC UA server with information model without IT security

8. To establish a connection to the OPC UA server, click on the menu item [Server]/
[Connect].

= The OPC UA server is shown in the "Project” window.

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™
File View Server Document Settings Help
; - = ™~ .
D BB =0 X% 2 B | <
Project g X Data Access View
v [ Project # Server Mo
M—| v [ Servers 1 UHX NS4|Strin — [3]
Q} UHX 2 UHX NS4|Stri
3 UHX NS4|Stri
v [3 Documents 1 UHX NS2[5tri
f Data Access View
Address Space 7 X
€4 | Mo Highlight -
) Root A
~ [ Objects
i DeviceSet
v o Server
¥ Auditing
“ & MOVI-C CONTROLLER progressive [UHX65A]
v @& Resources
v @ Application
[2] — ¥ DeviceManual
@ DeviceRevision
v @y GlobalVars
~ |3 GVL_HMI_OPCUA
v @@ gHMI
v @@ stiN
) xReset
> @ xStart
v @ stOUT
b Ll T L
A xError :
27021630131404043

[11 "Project" window
[2] Tree structure
[3] "Data Access View" window

9. Expand the tree structure.

10. Drag and drop the variables provided by the OPC UA server into the "Data Access
View" window.

5.4 Usecase: The OPC UA server with information model without IT security

5.4.1 Storing OPC UA information model

If the OPC UA information model to be used is not yet installed, it can be installed in
the IEC Editor (or in CODESYS) as follows:

v" The IEC Editor or CODESYS is open.

2()  Manual - MOVIKIT® OPG-UA, MOVIKIT® OPC-UA add-on Sensorinterface
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Usecase: The OPC UA server with information model without IT security

1. Open the [Tools] > [OPC UA Information Model Repository...] menu.
2. Click [Install...]

= The "Select OPC UA Information Model(s)" dialog box is displayed.
3. Select the XML file with the OPC UA information model and click [Open].

== OPC UA Information Models x
Location System ~ | Edit Locations...
C:\ProgramData\CODESYS\OPC UA Information Models)

Installed OPC UA information models I Install... |
Publisher: |opcﬁ)|_ndaﬁon.o(g V| ,W‘ freonne

-+ httpzffopcfoundationorgfuaf  15.07.2020  opcfoundationons -

‘=@ http/fopcfoundation.orgUADY  02.06.2020  opcfoundstionom

| 3 |

—== Select OPC UA Information Model(s)

N <« InformationModels » UA-Nodeset-1.04 »

Organisieren = Neuer Ordner
&=/ Bilder -, " Mame
aaalothar | Dpe.Ua.PackML NodeSet2xml
D Musik [ PackMLNodelds.csv

Terk VAT

40154895371

If the "Communication Manager" object is included in the application, an OPC UA in-
formation model can be stored from the repository by means of an XML import as fol-
lows:

In the context menu of the "Communication Manager" object under "Add Object", open
the entry "OPC UA Information Model..." and select the XML file with the OPC UA in-
formation model in the "Add OPC UA Information Model(s)" dialog box.

]I __l;jsumwf - Add OPC UA Information Madel x
= 1 UHXE5A (MOVI-C CONTROLLER progressive)
=1 pLC Logic
-a Application
* e[E:l DataSources_Objects Name
) guL_Test2 X I
- 12 MyTests Model URE
B Comp=inms http: jopcfoundation.org/UA, 15.07.2020 (spcfoundation.org)
S EEpa b Cut i
“E= Copy
+@ SEW_Gel [, Paste
= E.'l ER_AI ¥ Delete
= Use
Eﬂ Properties...
B [ty Add Object £ OPCUA Information Model..
) Add Folder...
[§" Edit Object
Edit Object With... Cancel
40154897803

5.4.2 Transferring OPC UA declarations into the program

The OPC UA information model can be used to transfer declarations for standardized
data structures and function blocks to the program. The following procedures are
available for transferring declarations.
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Usecase: The OPC UA server with information model without IT security

Procedure 1: Create, instantiate and search declarations

1. Open the object added in the device tree with the OPC UA information model
stored.

2. Drag and drop the object and data types to be used in the project from the list with
all object and data types in the left column to the right column.

3. Click [Generate IEC declarations].

- B X GPC_UA_Symbols http: rgfUA7] = ion Model %

tefault ~ || Browse Information Model: http ng/UAY, 15.07. ) -

| Uxg5A (MOVIC CONTROLLER progressive) Data Model

-E PLC Logic ¢ |[Fitem nachiiame, oPC yar—

=} Application
% o) DataSources_Chiects Types Element Type Referen..  Modelli.. V EC Type OPC UA Type
+ ) Gu_Test2 - Object Types 3DCartesianCoorcinates ouT 3DCartesianCoordinstes
=) MyTests * Data Types * i F ditionT,
= {8 Communication Manager *+ TimeZoneDatsType put TimeZoneDataType

OPC_UA_Symbols
=2 Information Model

=& Data Sources Manager

% Datasource_UHX45_OPCUAServer
=) OPC_UA_Symbols Objekte

@ TimezoneDataType (STRUCT)

_3DCartesianCoordinates (STRUCT)
AcknowledgeableCondtionType (F5)
=10 SEW_Generated
=1 USER_application
ERS JINyE)

40240089227
= The selected object and data types are added as objects in the device tree.
4. Instantiate the selected object and data types.

Devices - B X == Information Model “ GVL_Infomodel
=2 Default - 1
= i UH¥%E54 (MOVI-C CONTROLLER. progressive) =]
=1l PLC Logic
=i} Application
+ @E) DataSources_Objects
=2 GVL_Test2
@ GvLvars
“ GVL_Infomaodel
= &:l MyTests
= -{§§ Communication Manager
= OPC_UA_Symbals
== Information Model
- = Data Sources Manager
== Datasource_UHX45_OPCUAServer
=20 OPC_UA_Symbols Objects
al; TimeZoneDataType (STRUCT)
ag _3DCartesianCoordinates (STRUCT)
AcknowledgeableConditionType (FB)
+.070 aFW Renerated

VAR GLOBAL
stMyCoordinateFromInfoModel : _3DCartesianCoordinates;
FBtest : AcknowledgeableConditionType;

END_VAR

w0

40240098443

5. Search for the mapped instances shown and insert the instances mapped in the
table using [Search for mapped instances].

" Search for mapped instances i Create new instance | Rootnode: Root -

OPC UA Variable  OPC UA Type Map orcreate  IEC Variable IEC Type AccessRights  Maximal
inst_1 AdknowledgeableConditionType » # OPC_UA_Symbols.inst_1  AcknowledgeableConditionType " "y
FBtest AcknowledgeableConditionType "% # GVL_Infomodel,FBtest AcknowledgeableConditiorType £ "

g VAR_GLOEAL

3 stMyCoordinateFromInfoModel : _3DCartesianCoordinates; D
4 FBtest : AcknowledgeableConditionType;
5 END_VAR
100 % |[ER
40154905099

= The function block can be used in the program.
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Usecase: The OPC UA server with information model without IT security

Procedure 2: Inserting a new instance directly

5.4.3

1. Insert a new instance in the table via [Create new instance].

‘OPC_UA_Symbols [http://opcfoundation.org/UA/] x == Information Model
"4 Search for mapped instances g Create new instance | Root node: Root <
OPC UA Variable  OPC UA Type Map or create  |EC Variable IEC Type AccessRights  Maximal
inst_1 | AcknowledgeableConditionType | @ @ OPC_UA_Symbols.inst_1 AcknowledgeableConditionType " "y
FBtest AcknowledgeableConditionType K] @ GYL_Infomodel FBtest AcknowledgeableConditionType " "y
|
OPC_UA_Symbols.inst 1(): ~ 1
GVL_Infomodel.FBtest(); =] 2 VAR_GLOBAL D
3 100 % @ v 3 stMyCoordinateFromInfoModel : _3DCartesianCoordinates:;
< > 4 FBtest : AcknowledgeableConditionType;
| s END VAR
100 % |8
40154907531

= The function block can be used in the program.

Testing communication

You can test the communication with the OPC UA server using the open source soft-
ware UaExpert from Unified Automation. You can download UaExpert from the Inter-
net and install it on your computer.

To perform a simple test, do the following:

v You have loaded the IEC program onto the MOVI-C® CONTROLLER.
v" You have installed the UaExpert software.

1. Start UaExpert.

2. Click [Rebrowse] at the corresponding object.

v o inst_]
¢ Inpots Rebrowse r
¢ 0wt 9 Call.
& Varl
v o Var2
@ MestedVarl

40154909963

= The variables released in the symbol configuration are visible in the test client.
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Use case: OPC UA server with certificates

Address Space B X
4 | Mo Highlight -
) Root
~ ) Objects
v &% DeviceSet
v e UHX6S
v % Resources

v e Application
¥ DeviceManual

W DeviceRevision
v @& GlobalVars

) GVL_OPCUA
v |3 PackML
5% inst 1
[ COWA UL ke -l
43088463627
5.5 Use case: OPC UA server with certificates

The communication partners can use certificates to familiarize themselves, exchange
their public keys and establish a secure connection. The certificates of the server can
be scanned in the dialog box under the [Devices] tab in the [View] [> Security Screen]
dialog box. In the right-hand dialog, you create a self-signed certificate of the server.

The controller must be switched off and on for the change to take effect.

| UrixgSserver ™8 Symbol Configuration "' Q Security Screen x
User % | Information B nformation Issued for Issued by Valid from Valid until
%) | = @ uresserver % | [Elcecuasever | OPUASErverGMOV.. OPCUAServer@.. 22.06.202315:46:38  21.06.2024 15:46:35 (365 days)
FIEE 5 Own Certificates + Encrypted Application (not available)
Devices E5] Trusted Certificates il | Web Server {not available)
F¥ Untrusted Certificates (=Y . Encrypted Communication (not available)
f

- 5 Quarantined Certificates

+
»

43089722507
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Use case: OPC UA server with certificates

The security settings supported by the server are visible and selectable in the client.

Configuration Mame | OPCUAServer @MOVI-C-ENGSS

PKI Store Default
Discovery Advanced

Endpoint Filter: | Mo Filter

1 Local
1 ServersOnMetwork
¥ Local Network
v &% Global Discovery Server
% < Double click te Add GDS Server... »
v Eﬂ' Reverse Discovery
% < Double click to Add Reverse Discovery... »
v &% Custom Discovery
% < Double click to Add Server... >
v O, opctep://192.168.10.65
v [ OPCUAServer@MOVI-C-ENGES (opc.tep://192.168.10.65)
@ Mone - None (uatcp-uasc-uabinary)
[} Aes128_Sha256_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
£ Aes128_Sha256_RsaOaep - Sign (uatcp-uasc-uabinary)
("} Basic2385ha236 - Sign & Encrypt (uatcp-uasc-uabinary)
#" Basic2565ha256 - Sign (uatcp-uasc-uahbinary)
(") Aes256 Sha256 RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)
# Aes236_Sha256_RsaPss - Sign (uatcp-uasc-uabinary)
@ Mone - None (uatcp-uasc-uabinary)
() Aes128 Sha2536_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
#" Aes128 Sha256_RsaOaep - Sign (uatcp-uasc-uabinary)
("} Basic2365ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
#" Basic2565ha256 - Sign (uatcp-uasc-uabinary)
) Aes236_Sha236_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)
# Aes256_Sha256_RsaPss - Sign (uatcp-uasc-uabinary)

43089728011
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Startup

Use case: OPC UA server with additional user management

In order for the self-signed certificate to be added to the list of "managed certificates”,
the operator must trust the certificate manually when establishing a connection with
the server for the first time.

DZDBO #=0 X348 B ED

Project @ X Dats Access View
v [3 Project H # Server Node Id Display Name Value Datatype
v [ Servers
% oPCUASever@MOVI-C-ENGes | Bl Certificate Validztion ? x
~ [ Documents o ) ,
D Data Access View 2 Validating the certificate of server 'OPCUAServer@MOVI-C-ENG65' returned an error:
8 | BadCertificateUntrusted
Certificate Chain
Narne Trust Status
0 OPCUAServer@MOVI-C-ENGE5S Untrusted
Certificate Details
Address Space I @
Error ok [BadCertificateUntrusted]
Common Name OPCUAServer@MOVI-C-ENGES
Organization
OrganizationUnit
Locality
State
Country
DomainComponent
Common Name OPCUAServer@MOVI-C-ENGES
Organization
OrganizationUnit
Locality
State
Country
DomainComponent
Valid From Do 22. Jun 15:46:38 2023
Valid To Fr21. Jun 15:46:38 2024
Serial Number 0
Signature Algorithm  RSA-SHAZ56
. Ca. L. OO & 0T el &
Trust Server Certificate I
Log
%D [] Accept the server certificate tempararily for this session Continue Cancel
43089730827

To establish the connection completely, you must trust the certificate of the client in
the security screen of the IEC Editor. Drag and drop the certificate from the quarantine
folder to the folder of the trusted certificates.

5.6 Use case: OPC UA server with additional user management

Set up your user and password in addition to using the certificates.
v" To do so, set the following settings in the [Device] pull-down menu:
1. Open the [Change Runtime Security Policy] dialog.

2. Select [New policy = Enforced user management] and [Allow anonymous login] in
the settings.
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Use case: OPC UA server with additional user management

| UHX65server x

Communication Settings Scan Network | Gateway - | Device -
Applications Change Runtime Security Policy X
Backup and Restore | i Communication

Current policy No encryption
Fill ——

1es el New policy No encryption ~

19 The device does not support encrypted communication.
PLC Settings
PLC Shell Code Signing

Current policy All
Users and Groups

New palicy Al ~
Access Rights All types of application code accepted.
Symbol Rights
Licensed Software Metrics Device User Management

Current policy Enforced user management
Parameters

New policy Enforced user management R
IEC Objects The user management on the device is active and cannot be disabled by the user.
Task Deployment
Status [ allow ananymous login

If anonymous login is activated, certain registered components {g.g. OPC UA) can
Information establish a connection without providing credentials even if user management is
enabled.
_OK Cancel

27775720/EN — 08/2023

Create a user with password in the [Users and Groups] menu. Follow the example of
the administrator group with the user SEW as a member.

| unxesserver x
Communication Settings @ (= [ | Device user: SEW
Synchronized mode: All changes areimmediately downloaded to the device. This mode
Applications Users
Backup and Restare =@ sEw
8 is member of group 'Administrator’
Files
Log
PLC Settings
PLC Shell
Users and Groups
Access Rights
Symbol Rights
Licensed Software Metrics
Groups
Parameters
+- 81 Administrator
IEC Objects 81 Developer
ﬂ Service
Task Deployment 81 watch

43090064139
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MOVI-C CONTROLLER® or MOVI-C® visualization as OPC UA client

Switch the control off and back on again. The user logs on to the test client with user
name and password and has access to the variable values again.

B Enter user credentials ? >

Please enter the user credentials for the connection
to the server "OPCUAServer@MOVI-C-ENGES":

Username: | SEW |

Password: | T |

Corcel

43090425867

Additional symbol groups can be formed. Different user groups can read and write dif-
ferent variables.

For further information refer to the Codesys website.

5.7 MOVI-C CONTROLLER® or MOVI-C® visualization as OPC UA client

An OPC UA client can read the variables of the OPC UA server and exchange data in
the IEC editor or in the editor of the MOVI-C® visualization. Proceed as follows to set
up the data exchange:

1. Inthe IEC project, add a "Data Sources Manager" object in the device tree.

2. Add a "Data source" object below the "Data Sources Manager" object that estab-
lishes the connection with an OPC UA server. For this purpose, the OPC UA
server must be active in the network and can be searched.

= Default ¥|| Add Data Source *
= I UHXE5A (MOVI-C COMTROLLER progressive)
=B pLC Logic =
2% Applicati The data source object can be used to attach another
# Application data source to the current PLC.
=-{) MyTests
ata Sources Manager
B patas M
+-{J) SEW_Generated Name
=) UsER_application |Damsource_UHK45_DPCUA5erver |
= User_PRG (PRG]
— {P ) Select data source type
EA HighPria
EA Init OPC UA Server w

L?A Main CODESYS AEEIicationﬁ

E'A ReadactualValues
Eﬁ WriteSetpointValues
m Library Manager
2 Symbol Configuration
= @ Task Configuration
= @ DatasourcesTask (IEC-Tasks)

@ Datasources.Datasources _P| I

=78 TaclHinkhBrin TFC Tacka)

40151980043
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Startup
MOVIKIT® OPC UA add-on Sensorlnterface

3. Select the required variables.

&% Initialize Data Source Wizard - Provider settings - O XK | & initialize Data Source Wizard - Browse data items - O X
Initialize the Data Source - Initialize the Data Source F
Ch the dataits <
Set the communication parameters D“ ooseihedataens [}
Variables Access right Maximal access right Type
Server URI |npc.t{p:e’f’1 92.168.178.45:4840 | = [ [E] DeviceSet
Information Model Source = [V1[8]) uHxasAE
. =[] E] Rescurces
(® Cnline = [ [E] Application
() Offline  http://opcfoundation.org/UAY, 15.07.2020 (opcfound: = [¥15] Globslvars
= [ [E)[6vL_Test OPCUA
Security ¥] # g_irReal 4y LREAL
7] # g_sSring " STRING
Message Security Mode None ~ ¥ # g uiCounter 5 UINT
¥ # g_xBool » BOOL
Security Policy None + 7] 8] Server
[ Insert the items structured
2 LSS Finish Cancel < Back ] Finish
40151982475

4. Activate the [Update always] option for the selected variables.

™ Datasource UHX45 OPCUAServer X
Variables Type Mappings Communication General and Diagnosis

Ui Update variables

Local variable  Access right Update always Create or Map  Type mapping Remote variable
*+ DeviceSet " [ ] DeviceSet Deviceset

40154892939
= The client does not consider certificates and users with passwords.
= Communication takes place without IT security measures.

= These are only possible with software based on CODESYS 3.5.18.40 or higher.

5.8 MOVIKIT® OPC UA add-on Sensorinterface

A defined measurement task can be performed with the MOVIKIT® and the associ-
ated function block without connecting the DUV sensor as OPC UA server via the data
source manager. Since this is possible in the OPC UA client, access can be made in
addition to or instead via the variables in the data source manager. The library and the
SensorinterfaceBaseV2 function block are available from SEW-EURODRIVE on re-

quest.
SensorInterfaceBaseV2
—[xEnable = FALSE] XErrorf—
—sUrl ¥Warning —
—[stSensorDatald := SensorDataBaseld.gc_stFactorySetting] udiMessagelD —
xDone f—
xBusyfp—
XSysErrorp—
eErrorldf—
eStatusf—
stSensorDataj—
43092691979
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Further useful information
Use of certificates

6 Further useful information

6.1 Use of certificates

Certificates have a validity date. If they are not renewed, they expire. Therefore, it is
necessary that the date and time are set to the same in the client and server. Both sta-
tions use an NTP client and the Internet to have the same time.

6.2 Security policies and performance

The following security policies are supported:
+ BASIC256SHA256

*  AES128SHA256RSAOAEP

+  AES256SHA256RSAPSS

Switch the controller off and on again if you have created or deleted
OPC UA server certificates via the CODESYS Security Screen. Certain certificate
checks can only be performed during boot-up.

OPC UA communication is implemented as a freefloat task so that the performance of
the application is not affected in a controller with several cores if cores are not used by
the application.

6.3 Changing OPC UA configuration at runtime

Settings can be changed using the DatasourceOpcUaServer.UserConfigurationV1
variable type. By default, SubscriptionPublishinginterval is set to 1 second. You can
change the time to retrieve the data of the OPC UA server more quickly. Set the data
source to read the communication settings of variables.

Example:

A config variable of the type DatasourceOpcUaServer.UserConfigurationV1 is de-
clared. Select “config” under “Read from Variable” in the data source. Then set xValid
of the variable to TRUE and the publishing interval to 400 ms.

Variables  Type Mappings Communication  General and Diagnesis

£ i)

B 2z VAR GLOBAL
a oz Gonfig : Datas

Server URI |opc. tcp://192.168.10.65

.Opclia_SecurityBelicy Nene,

Message Security Mode |Nene

s END VAR

100% [@
INQICES ana apnies
® Read from Variable | config

Address Space Source

0
@ Online. [ope.tepr//152.165.10.65 02.2022, 17:45:30

O offline

100% |ER

OPC UA Server

43092695691

Mapping of the IP address to a symbolic host name

For example, under Microsoft Windows, there are OPC UA clients for which it is not
possible to enter a fixed IP address in the connection establishment but a symbolic
alias name must be used. The alias name is always possible.
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Further useful information
Changing OPC UA configuration at runtime

If you need this function under Windows, change the hosts file in the C:\Windows

\System32\drivers\etc. folder, for example to

1 ¥ Copyright (c) 1553-200% Microsoft Corp. -
2 ¥
3 % This i= = sample HO3TS file used by Microsoft TCP/IFP for Windows.
- ¥
= § Thi= file conteins the meppings of IP addresses to host name=s. Each
B ¥ =ntry should be kept on an individual line. The IP address should
7 ¥ be placed in the first column followed by the corresponding host name.
= % The IF mddress end the host neam= should be separated by at least one
=] § =pece.
10 ¥
11 ¥ Additionelly, comments (auch &3 these} may be inserted on individual
12 % lines or following the machine nams denoted by a "$' =symbol.
13 4
1= ¥ For exemple:
15 $
16 ¥ 102.54.5849.87 rthino.acme=. com # sSource server
17 ¥ 38.25.63.10 X.aCm=.COom # x client host
15 # locelhost nam= resclution is hendled within ONS itself.
20 ¥ 127.0.0.1 locelhost
21 H t:1 localhost
22 152.168.10.45 HOVI-C-ENG45S
23 152 _1&68.10.E5 HOVI-C-EHGES
249
2
W
9007242347440011

Diagnostics of the OPC UA connection

The status of the OPC UA connection can be read out and evaluated for diagnostic
purposes. The connection status and error state are displayed in the IEC Editor and

evaluated in the application program.

/]a PRG_Datasource_Initializer ]/m Library Manager /VE Datasource x]

Variables Type Mappings Communication General and Diagnosis

Update Configuration

Update rate (ms) | 200

Connection informatan
U LUl L i UL

m

Connection state

Error information

43092881035
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Further useful information
Changing OPC UA configuration at runtime

Read the status of the runtime in the program with, for example with

PRG_DataSource X
1 PROGEAM FRG DataSource
=| 2 VAR
3 source : DataSources.IDatasources.IDatasource;
4 source3 : DataSources.IDatasources.IDatasourcel;
5 state : DatasourcelpclaServer.IDatasources.MonitoringState;
& udiError : UDINT:
7 xResultc : BOOL;
a
5 _state : DatasourcelpclUaServer.IDatasources.MonitoringState;
10 _udiError : UDINT;
11 END_WR
1 source := g_DataSources.GetDatasource ('Datasocurce');
2 #Result := _ QUERYINTERFACE (scurce, scurced);
3
=] 4 IF xBesult THEN
5 state = gsourcel.S3tate;
€ udiError = gourcel3.Error;
7 END IF
43092884363
Where
MonitoringState (ENUM) ©
TYPE MoniteringState :
Is used to monitor the state of a data source for the data source editor or in an |IEC application
Attributes
qualified only
InOut
Name Comment
Initialized Left after a call to StartConnect
Connecting Switches to Connected after succeeded Connecting and to WaitingForReconnect after
Connected 'T':Zrdsatasource is connected
ShuttingDeown Left to Shutdown after succeeded call to ShuttingDown
Shutdown Terminal state
WaitingForReconnact Left after some time in favor of Initialized
WaitingFerCommSetting Waiting that dynamic configuration setting has been ready
Unknown
43092887179
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