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General information
Contents of this documentation

1.1

1.2

1.3

General information

Contents of this documentation

This manual describes basic requirements for protecting data and systems from com-
mon cyber threats. The measures described are based on established standards and
proven recommendations.

At the same time, the manual does not claim to be complete. Depending on the com-
pany size, IT infrastructure, regulatory requirements or individual risk situation, addi-
tional or alternative security measures may be required.

Cybersecurity measures should be reviewed regularly and adapted to current develop-
ments. Specific company-internal specifications must also be observed if necessary.

This  documentation  bundles  security-related information for  several
SEW-EURODRIVE products. It supplements, but does not replace, the respective op-
erating instructions and product manuals.

The recommended security measures and best practices apply to the use of
MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER as motion controllers in
combination with subcomponents of SEW-EURODRIVE below a 3rd-party PLC. The
measures serve as guidelines and can be transferred to other application cases in-
volving the MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER and adapt-
ed accordingly. SEW-EURODRIVE recommends reviewing further measures on a
project-specific basis to achieve a high level of security.

This documentation is aimed at the following groups within the system operator and
system integrator: IT security officers, planners, project planners and programmers of
automation systems, as well as persons authorized to start up, operate, and maintain
the devices and systems.

Knowledge in the area of OT security and of the relevant security regulations is re-
quired.

Other applicable documentation

This documentation supplements the operating instructions of the associated product.
Use this document only in connection with the operating instructions.

Always use the latest edition of the documentation and the software.

The SEW-EURODRIVE website (www.sew-eurodrive.com) provides a wide selection
of documents for download in various languages. If required, you can also order print-
ed and bound copies of the documentation from SEW-EURODRIVE.

Additional information

Observe the following other applicable documentation:

«  "MOVI-C® CONTROLLER UHX25A" operating instructions

«  "MOVI-C® CONTROLLER UHX45A" operating instructions

«  "MOVI-C® CONTROLLER UHX65A" operating instructions

+  "MOVI-C® CONTROLLER UHX85A" operating instructions

«  "MOVI-C® FIELD CONTROLLER" operating instructions

« "Security options for MOVI-C® CONTROLLER" manual

» "Ports and services for Wi-Fi- and Ethernet-based communication" manual
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1.4

1.41

1.5

1.6

1.7

1.8

General information
Product names and trademarks

Product names and trademarks

The product names mentioned in this documentation are trademarks or registered
trademarks of the respective titleholders.

Trademark of Beckhoff Automation GmbH

EtherCAT® is a registered trademark and patented technology, licensed by Beckhoff
Automation GmbH, Germany.

m—
EtherCAT.

Copyright notice

© 2026 SEW-EURODRIVE. All rights reserved. Copyright law prohibits the unautho-
rized reproduction, modification, distribution, and use of this document — in whole or in
part.

Products described
This documentation applies to the following controllers of the MOVI-C® modular auto-
mation system:
«  MOVI-C® CONTROLLER type UHX86A
¢ MOVI-C® CONTROLLER type UHX65A
+  MOVI-C® CONTROLLER type UHX45A
«  MOVI-C® CONTROLLER type UHX25A
«  MOVI-C® CONTROLLER type UHX15A
¢ MOVI-C® FIELD CONTROLLER type FHX25A
«  MOVI-C® FIELD CONTROLLER type FHX45A

Note on additional components

The additional components described in this manual, such as firewalls, virus protec-
tion programs, or other IT infrastructure elements, serve exclusively as general tech-
nical recommendations for increasing cybersecurity. These components are not in-
cluded in the scope of delivery of the product.

Short designation

The following short designations are used in this document.

Type designation Short designation

Controllers of the MOVI-C® modular automa- Controllers
tion system (MOVI-C® CONTROLLER and
MOVI-C® FIELD CONTROLLER)

1
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2

Safety notes
Target group

2 Safety notes

21 Target group

For information on the target groups of the products, refer to the respective product
documentation.

2.2 Contact

Report incidents regarding cybersecurity by e-mail to cert@sew-eurodrive.com or

SEW-EURODRIVE offers the following communication channels for IT security:

via the contact form on the Product Security Management website (http:/go.sew/
psm).

Security advisories can be found in the SEW-EURODRIVE Online Support.

— For automatic updates on new and changed security advisories, subscribe to
the newsletter on the Product Security Management page (http:/go.sew/psm).

If you need support with the configuration, contact SEW-EURODRIVE Service.

2.3 Software and firmware updates

Software and firmware are updated via various tools such as MOVISUITE®. If neces-
sary, contact SEW-EURODRIVE Service.

Observe the following information:

The contents of the update are published via the corresponding release notes.
The respective product documentation provides information about the product-spe-
cific support period.

Software updates are not imported automatically. As soon as an update is avail-
able, the updates/patches are notified and made available in the respective engi-
neering software.
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Introduction to cybersecurity
Motivation

3 Introduction to cybersecurity

3.1 Motivation

Motivated by the backup of collected and processed data and an increasing number of
legal requirements, the need for data security and thus the importance of cybersecur-
ity in the industrial environment (OT) is increasing.

Industrial cybersecurity protection objectives include protection against:
* Loss or manipulation of data or software (e.g. program code)

» Sabotage or standstill of production systems

« Data espionage or resulting consequences

3.2 Differentiation between safety and security

Safety describes the state of freedom from unacceptable risks. In addition to the tech-
nical measures for risk reduction, organizational measures must always also be taken
into account.

Safety or functional safety

Safety or functional safety refers to the part of the safety of a system that depends on
the correct functioning of the safety-related system and other risk-reducing measures.
This involves avoiding systematic errors (functional safety management) and reducing
and controlling random errors ( e.g. component faults that can be reduced or con-
trolled through fail-safe design, the creation of hardware fault tolerances and the use
of diagnostics).

Security

Security describes the security with regard to the confidentiality of data, its integrity
and availability. In contrast to safety, security usually involves targeted external influ-
ences (e.g. hackers). Safety can only be ensured on the basis of correct data. This
means that the conditions for safety can only be guaranteed if appropriate security
measures have been implemented.

The priority of the above-mentioned protection objectives confidentiality, integrity, and
availability depends on the application. In information technology (IT), data confidenti-

tegrity are usually the top priority.
Data integrity is usually of the utmost importance for meeting the safety requirements.

Technical and organizational measures

Additional (secondary) protection objectives are authentication, authorization, and
non-repudiation. Organizational protective measures are supported by technical mea-
sures (TOM). Individual consideration is required for all systems to be protected.

Manual — Cybersecurity best practice for UHX..A and FHX..A type controllers (MOVI-C®) 9



3 Introduction to cybersecurity

Measures to maintain security

3.3 Measures to maintain security

3.31 Awareness

Technical measures only work reliably if the workforce has an awareness of security.
Standards and publications on security cover this topic in detail. This awareness must
be present in all phases, from planning and startup to operation and shutdown.

3.3.2 Good engineering practice

The security principles defined by Viega and McGraw in 2002 are still valid today. The
principles presented do not provide 100% protection, but are intended to help achieve
80% of the possible risk reduction with 20% of the effort.

1.

Secure the weakest link.
Identify and strengthen the weakest link.

Attackers look for easy ways to influence a system and therefore look for the
weakest possible point. Secure this weakest link first.

Practice defense in depth.
Address software risks with layered security solutions.

If a vulnerability is exploited, not the entire system but only a part of it can be af-
fected. The risk for the attacker to be detected increases. In safety engineering,
this concept is also referred to as "layers of protection".

Fail securely.
Make sure that the system will fail in a "secure" manner in the event of a failure.
Follow the principle of least privilege.

Ensure that only the minimum necessary privileges are granted for the minimum
necessary period of time.

What is not explicitly permitted is considered prohibited. If only read access is re-
quired, grant only that access.

Compartmentalize.

Try to limit faults on one part of the system so that they do not affect the rest of the
system.

Keep it simple & stupid.

"KISS" should be balanced with the defense in depth strategy: Transparency, re-
use of well-tested components, and the creation of individual controllable data
channels ("conduits").

Practice “security by design”: Talk to users and take their requirements into ac-
count.

Promote privacy.
Do not disclose unnecessary information. Handle data sensitively.
Remember that hiding secrets is hard.

Obfuscation through a non-obvious format, such as a binary file, does not provide
security. This approach is called "security by obscurity" and is not considered ef-
fective.

Be reluctant to trust.

Manufacturers of security software are not infallible. Even one’s own organization
should not be trusted unconditionally. If necessary, consult independent third
parties.
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Introduction to cybersecurity
Security as a process

10. Use your community resources.
Document the measures you implement to meet safety requirements.

If your products and processes withstand independent review, you can assume
that they are largely secure.

3.3.3 Set up trusted zones

The formation of zones and the associated separation of networks form the basis of
the defense-in-the-depth concept, which is recognized as a central security principle.
The degree and specific design of the segmentation into zones should be based on
the securityrisk analysis to be performed and the specific framework conditions of the
system.

A zone can include several assets and separate certain systems or system parts from
each other. IEC 62443 specifies this concept explicitly. If possible, the individual "trus-
ted zones" should only allow transitions (so-called "conduits") to the other zones at

one explicitly defined point. These transitions are clearly defined and can be protected
accordingly.

For an example, refer to chapter "Network segmentation” (— E 21).

34 Security as a process

Constant changes in the security risk require a continuous process to achieve and
maintain the required security level. Similar to the continuous improvement process in
quality management or functional safety management, security must be actively and
continuously maintained. This is best supported by a management system.

The process for reducing security risk can, for example, be divided into the following
5 functions of the "NIST Framework for Improving Critical Infrastructure Cybersecur-

ity":
Identify
Recover Protect
Respond < Detect

9007257909354507

After a defined period of time, the disclosure of a threat, or the detection of an incid-
ent, the process starts again from the beginning. In addition to maintaining the tar-
geted security level, this also serves to increase the maturity of the process.

Change management must take into account not only the safety properties of the sys-
tem, but also the security properties of the system.

The cycle shown is an example. You can find more information, for example, in the
standards I1ISO 27000 (ff.), IEC 62443-2-1 and VDI 2182.

Manual — Cybersecurity best practice for UHX..A and FHX..A type controliers (MOVI-C®) 7| 7]



Introduction to cybersecurity
Security as a process

3.41 Identify

3.4.2 Protect

Organizational
measures

Technical mea-
sures

For a complete description of the cycle, refer to: https://www.nist.gov/cyberframework.
In order to simplify the reference to the original, the English terms are also listed below
for key terms.

Which processes and assets need to be protected?

Development of an organizational understanding for managing security risks to sys-
tems, people, assets, data, and capabilities.

The activities within the “Identify” function provide the foundation for effective use of
the framework.

Organizations must understand the business context and the resources used to de-
liver critical functions. This understanding helps identify security risks and enables tar-
geted and prioritized implementation of measures in alignment with the organization’s
risk management strategy and business requirements.

This results in the following categories:
* Asset management

* Governance

* Risk assessment

* Risk management strategy

*  Supply chain risk management

The risk analysis is described in several standards. Helpful references include, for ex-
ample, IEC 62443-3-2, NA163, 1ISO 27005, and BSI 200-3.

What protection mechanisms are available?

Development and implementation of appropriate protective measures to ensure the
provision of critical services.

The protection function supports the capability to limit or contain the impact of a poten-
tial security event.

This results in the following categories:

» Identity management, authentication, and access control

* Awareness and training

+ Data security

* Processes and procedures for information protection (information)
* Maintenance

* Protective technology

Security measures are not necessarily associated with high investments in security
technology or the employment of highly qualified personnel.

The key success factors are well-designed organizational rules and reliable employ-
ees who are sensitized to the topic of industrial cybersecurity.

Technical measures support the organizational measures. Multi-layered defense sys-
tems (defense-in-depth strategy) are currently recognized as the most efficient mea-
sure for risk reduction. Industrial automation systems should have multiple layers of
protection.
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3.4.3

3.4.4

3.4.5

Detect

Respond

Recover

Introduction to cybersecurity
Security as a process

What technologies are available to detect incidents?

Development and implementation of appropriate activities to detect the occurrence of
a security event.

The Detect function enables the timely detection of security events.

This results in the following categories:

Anomalies and events
Security continuous monitoring
Detection processes

Which techniques can contain the effects of incidents?

Development and implementation of appropriate activities to take measures in the
event of a security incident.

The Respond function supports the capability to contain the impact of a security incid-
ent.

This results in the following categories:
* Response planning

* Communications

* Analysis

» Mitigation

* Improvements

Which techniques can restore operations and capabilities?

Development and implementation of appropriate activities to maintain and restore cap-
abilities or services that have been impaired by a security incident.

The "Recover" function supports the timely restoration of normal operations to reduce
the impact of a security incident.

This results in the following categories:
* Recovery planning

* Improvements

» Communications

Manual — Cybersecurity best practice for UHX..A and FHX..A type controllers (MOVI-C®) | 3
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Recommendations for safe operation
General recommendations

4

41

411

Recommendations for safe operation

There are various ways to prevent unauthorized access to the products depending on
the system environment. Based on a risk and threat assessment, the system integra-
tor decides which precautions must be taken in each specific case. The following
chapters present various options for securing the products.

The following applies as a general rule:
* Reduce the attack surface.

— Only open ports that are required in your firewall. Close all other ports (Prin-
ciple of Least Privilege).

— During operation, activate only the services that are required for operation.
« Limit access to rooms, control cabinets, and housings.

The controllers of the MOVI-C® modular automation system differ in their installation
location, degree of protection and scope of services:

« The scalable design of the MOVI-C® CONTROLLER allows you to adapt your con-
trol to the conditions on site. They comply with degree of protection IP20 and are
intended for installation in a lockable control cabinet in dry environments.

« MOVI-C® FIELD CONTROLLER are designed for control applications in factory
automation, especially for mechanical and plant engineering. Thanks to their hous-
ing with high degree of protection, the controllers can be used flexibly in the field
without the need for an additional control cabinet. Refer to the nameplate for the
exact degree of protection.

General recommendations

Employees must regularly be sensitized and trained to the topic of information secur-
ity. This can prevent, for example, organizational defects or human errors. Recom-
mendations from the Federal Office for Information Security (BSI) can serve as a
framework for a concept. For more information, go to https://www.bsi.bund.de.

A threat and risk assessment as part of the security management of the systems in
which the components described here are used is required to identify the necessary
measures for protecting the systems and components. These can go beyond the mea-
sures described in this document.

In this context, concepts for network security as well as access control must be evalu-
ated and implemented if necessary. An example list can be found below.

Network security concepts

The following network security concepts are used:
* Network segmentation

* Asset and network management

* Network protection

* Remote access
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41.2

4.2

Recommendations for safe operation
Requirements for the operating environment

Access control concepts (use of access control systems)

Establish physical protection by shutting off and monitoring control cabinets and sys-
tems. Secure critical components in lockable or alarm-protected areas, supplemented
by clear guidelines on the use of third-party data carriers and IT devices. The com-
pany premises must be clearly delineated and secured by access controls and binding
accompanying regulations for persons outside the company.

Requirements for the operating environment

The following requirements apply to the environment of the automation system:

* The premises are fenced and closed. A corresponding access concept is avail-
able. Information can be obtained from the Federal Office for Information Security
(BSI) (INF.1.A7 Site Access Regulations and Control).

* The control cabinet components of the automation solution must be housed in
lockable control cabinets. Only authorized personnel may gain access to these
components.

» Decentralized components of the automation solution must be accommodated in
lockable rooms or fenced areas of the system/machine. Only appropriately author-
ized personnel may be allowed access to the machines.

» If the decentralized components are not located in lockable areas, access to the
components and the associated cabling should be ensured by suitable organiza-
tional measures, such as seals, safety screws or locks.

The IT and network infrastructure includes, among other things, PC workstations and
server systems that provide administrative functions. For example, the following re-
quirements are placed on the local IT and network infrastructure:

* NTP server for retrieving the system time is provided

» Logging server for storing the event log provided by the components

» If necessary, server for patch and update management

* Maintenance computer with engineering software and central user management,
Active Directory with network policy server (NPS)

Maintenance computer

If a maintenance computer is used, SEW-EURODRIVE recommends the following
measures:

» Observe the company's internal IT and cybersecurity guidelines.

* When using virus scanners on the maintenance computer, consider the required
configuration for operating the engineering software. If this is not the case, check
the need for alternative protection methods as part of a risk analysis.

» If virus scanners are used, they must be supplied with the latest virus signatures.
An update strategy regarding virus signatures, update cycle, roll-out procedure
and corresponding distribution service should be defined and implemented.

» Use multi-factor authentication on the maintenance computer.

» Set up session locks. For example, under [Windows] > [Security Options], activate
the "Interactive logon: Machine inactivity limit" check box and enter the required
value.

Manual — Cybersecurity best practice for UHX..A and FHX..A type controllers (MOVI-C®)
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Recommendations for safe operation
Requirements for the location of use

Quarantine PC

A quarantined PC can check storage media for malicious programs as a proxy for the
automation solution. For this purpose, employees must be instructed to use storage
media (e.g. USB sticks) using the quarantine PC to check for malicious programs be-
fore inserting the storage media into the ICS network.

The quarantine PC must have a current patch status of the virus protection programs
and must be loaded with the latest malware signatures. In addition to an automated
check of the storage media by the quarantine PC, a manual scan for the data medium
is also recommended.

4.3 Requirements for the location of use
Rooms and buildings of the automation system must be included in object protection,
which ensures monitoring even outside employee attendance hours.

An uninterruptible power supply (UPS) must be installed to bridge a brief power failure
or to maintain the power supply until an orderly shutdown of connected systems is
possible.

Control cabinets and EDP cabinets containing components of the automation solution
must be locked.

4.4 Compensatory measures

The following chapter lists compensation measures that are wused for
SEW-EURODRIVE devices. Measures that do not apply to controllers, for example
because they are only relevant for inverters, are listed but marked as "not relevant”.

441 M1: Restrict physical access to the product

» Set up a physical access control for the room or control cabinet where the product
is located. For example, use robust housings, locks, or safety screws for this pur-
pose.

» Access must only be possible for qualified personnel, for example via keys, key
cards, biometric features, or special tools.

* Regularly train affected personnel in the use of restricted devices.

4.4.2 M2: Remove and safely store operator panels

This  measure is not relevant for MOVI-C® CONTROLLER and
MOVI-C® FIELD CONTROLLER.

443 M3: Set up access control at system level

» Set up access controls at the system level. For example, you can use passwords
to protect engineering PCs and user interfaces.

4.4.4 M4: Introduce password policy at system level

* Implement a password policy that, for example, specifies the required password
strength and how often passwords must be changed.
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4.4.5

4.4.6

4.4.7

4.4.8

449

4.4.10

Recommendations for safe operation
Compensatory measures

+ Change passwords according to your password policy, but at the latest when em-
ployees leave the company.

* Assign individual passwords. Do not use the same password for multiple roles.

M5: Only establish connections to trusted networks

» Define requirements for trusted networks in advance. Only allow connections to
networks that meet the specified requirements.

M6: Segment the network

The creation of zones and the associated network segmentation form the basis for a
defense-in-depth strategy. Segment into zones based on the results of the threat and
risk analysis and the system conditions.

e Divide the network into smaller zones.

» Define suitable, controlled transition points between zones (so-called conduits) to
create a transparent data flow.

M7: Treat event data sets at system level

This  measure is not relevant for MOVI-C® CONTROLLER and
MOVI-C® FIELD CONTROLLER.

M8: Check safety configurations regularly for unwanted changes

This measure is not relevant  for MOVI-C® CONTROLLER and
MOVI-C® FIELD CONTROLLER.

M9: Protection of unused interfaces

» To prevent use, block unused hardware interfaces with physical protection, e.g. a
port blocker, port lock or at least with lockable closing plugs or cover caps.

* Only open ports that are required in your firewall. Close all other ports (Principle of
Least Privilege).

M10: Secure remote maintenance systems

» Perform a careful risk analysis and adhere to the resulting measures if you use a
remote maintenance system.

» Define requirements for trusted networks in advance. Only allow connections to
networks that meet the specified requirements. When using an unprotected net-
work or a radio link, measures should be taken as necessary (TOM based on a
TRA) to ensure adequate protecton.
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Recommendations for safe operation
Network security and access protection

4.4.11

4.4.12

4.4.13

4.4.14

4.5

M11: Use of approved software

«  Only use software approved by SEW-EURODRIVE. Obtain the MOVISUITE® engi-
neering software and the MOVIRUN® open Editor installer from Online Support.
Check the integrity using the associated hash value". Firmware packages and se-
curity updates are provided via MOVISUITE® or the MOVIRUN® open Editor in-
staller.

«  Only use MOVIKIT® from SEW-EURODRIVE provided in the Online Support.

1) Available in the release notes or via the link from the "Program information" in MOVISUITE®

M12: Backup and restore process

» Establish a backup and restore process to act as quickly as possible in an emer-
gency. Use the backup and restore function of MOVISUITE® for this purpose. Note
that not all security settings are saved. For more information, refer to the "Security
options for controllers type UHX.. and FHX.. (MOVI-C®)" manual.

M13: Audit log

MOVI-C® CONTROLLER of type UHX..A and MOVI-C® FIELD CONTROLLER of type
FHX..A do not have an audit log. If the results of the risk analysis require access log-
ging to these controllers, this must be implemented via external technical or organiza-
tional measures.

The controllers support the routing of syslog messages from MR-compliant MOVI-C®
inverters in conjunction with the corresponding software from SEW-EURODRIVE,
which will be published in a subsequent release. This software allows you to read log
data of the inverters.

The operator must ensure the following:
» Provision of a syslog server
» Execution environment of the SEW app/software

M14: Physical detection of manipulation on the storage medium

» Attach your own seals to the device cover or directly to the storage medium or its
slot to reliably detect tampering.

Network security and access protection

A bus system can be used to adapt electronic drive components to the system condi-
tions within wide limits. This entails the danger of a parameter change that is not vis-
ible externally resulting in unexpected system behavior, which in turn may impact neg-
atively on operational safety and reliability, system availability, or data security.

Ensure that unauthorized access is prevented, particularly with Ethernet-based net-
worked systems and engineering interfaces.

The use of IT-specific security standards complements access protection to ports and
services that are not permanently required.

You can find a port overview in the Online Support in the following documents:
» Manual of the respective device, in chapter "Technical data"

* "Ports and services for Wi-Fi- and Ethernet-based communication - hardware and
software" manual
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Recommendations for safe operation 4
Network security and access protection

Recommendations for remote access

The creation of zones and the associated network segmentation form the basis for a
defense-in-depth strategy. Segment into zones based on the results of the threat and
risk analysis and the system conditions.

Remote access is possible via fieldbus interfaces such as PROFINET.

» Perform a threat and risk analysis. Develop and implement a state-of-the-art re-
mote access concept based on it. Threats must be taken into account, and unau-
thorized access must be prevented.

* Avoid communication via untrustworthy networks. Ensure sufficient protection
when using an unprotected network or a radio link.
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UHX..A /| FHX..A as motion controller

Area of application

5 UHX..A / FHX..A as motion controller

51 Area of application

Areas of application of a MOVI-C® CONTROLLER are, for example, the control of a
machine or a motion sequence within a system. In this chapter, a
MOVI-C® CONTROLLER of type UHX25A with the following properties is used as an
example:

* RTOS real-time operating system
*  FWO08.xx or later

The specifications apply to all MOVI-C® CONTROLLER and
MOVI-C® FIELD CONTROLLER with the above-mentioned properties.

5.2 Data classification

Data is collected, processed and exchanged for operating the
MOVI-C® CONTROLLERIn the motion control role. This data is classified as follows:

Data class Abbreviation | Description
Configuration Data onBoard CDO Configuration data is located on the
device.
Configuration Data System CDS Configuration data of the inverters is
also located on the device.
Log Data Central LDC Log data is stored on an external,
central log server.
Log Data onBoard LDO Log data is only available on the
device.
Application Data AD Application data is located on the
device.
Process Data PD Process data is transferred between

devices and processed there.

System Data SD System data (access data, keys, cer-
tificates) is located on the device.

Parameter Data PAD Parameter data are changeable val-
ues (e.g. minimum, maximum).

Do not save personal data
Observe the following information:
» Personal data is not required for the operation of the system.

+ The system is not designed for storing or managing personal data in terms of
safety. This does not include access data such as user name and password, see
"Setting up device user management" (— B 27).

* Do not use the system in conjunction with personal data. Make sure that no per-
sonal data is stored on the device.
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UHX..A / FHX..A as motion controller
Protection requirement analysis

5.3 Protection requirement analysis
Different protection objectives are assigned to each data class (— B 20). The protec-
tion objectives are classified as follows:
* C = Confidentiality
* | = Integrity
* A = Availability
Integrity and availability of the data in the OT are essential.

In the "motion control" application case, the following protection objectives for the re-
spective data class have been identified:

Data class Protection |Description
objectives
cDO LA Own configuration data is located on the device

and is available if required.

Configuration data of system components, e.g. in-
CDS I, A verters, are also located on the device and are
available if required.

LDC Log data can contain confidential information and
C 1A provide information about (critical) system func-
LDO tions.

Applicative characteristic values and application
AD C 1A data can contain confidential information (e.g. re-
cipes) and are required for operation.

Process data is transferred between the devices
PD I, A and processed there and is required for opera-
tion.

System data (access data, keys, certificates) is
SD C 1A located on the device and is required for opera-
tion and communication.

PAD I, A Changeable values (e.g. minimum, maximum).

5.4 Network segmentation

The creation of zones and the associated network segmentation form the basis for a
defense-in-depth strategy. Segment into zones based on the results of the threat and
risk analysis and the system conditions.

Zones can be implemented using routers and VLAN. A zone combines components
with common functional, logical, and physical relationships. Communication between
components within a zone is already evaluated and, if necessary, secured. Trust limits

usually define a zone and thus identify a protected or safe area.

A logical grouping of communication channels with common security requirements
that connect 2 or more zones with each other is referred to as "Conduit" (— & 23).
Conduits can also be set up in a situation-specific manner (e.g. in case of mainte-
nance).

IEC 62443-4-1/3.1.41 defines zones as a collection of units that depicts the division of
a system taking into account the basic functional, logical and physical (including loca-
tion) relationship.
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UHX..A / FHX..A as motion controller
Network segmentation

5.4.1 Motion control application case

In motion control application cases, the MOVI-C® CONTROLLER is used in the ma-
chine network as a motion controller for controlling the drives. The overall process is
managed and controlled by a higher-level (third-party) controller.

The following figure shows an example of a possible network setup/network segment-
ation. This must be adjusted based on the respective local conditions, specifications
and guidelines.

777777777777777777777777777777777777777777777777777777

| |
| DMZ | WWW
- (M= i
| |
| |
| |
0 |:| |
| |
'ﬁ
| ] =222 y ==— | s
| | | | |
| T
4| Office Network __________________________________!
L
| Engineering |
! Process Controller (MOVISUITE®) Server + DB !
* 9 >
| |
| L] () ) |
1 me=3— -
—T— A !
| |
| | | | | |
'3 | Control Network |
l l
| |
| Machine Controller |
| |
| |
| |
| |
el — |- |
| |
| | |
12 | Machine Control Network |
—————————————————————————— —— Ethernet
1 ___ EtherCAT®
non-safe fieldbus
= ___ PROFINET
= non-safe fieldbus
MOVILINK® DDI

motor hybrid cable

61538515339

Manual — Cybersecurity best practice for UHX..A and FHX..A type controllers (MOVI-C®)

333504 18/EN — 04/2026



UHX..A / FHX..A as motion controller
Network segmentation 5

No. |Network level Description

[11 |Motion Control Net- | The motion control level includes all the stations required for the motion control
work functions as well as directly connected components for system monitoring and
control, e.g. web panel for visualization or handheld for teach-in.

Tasks for motion control with the MOVI-C® CONTROLLER:

* Receiving, processing, and sending process data

» Provision of device user management and certificate management
» Engineering for motion control (incl. updates and patches)

[2] |Machine Control The control level includes all components for machine control (incl. higher-lev-
Network el control of the machine).
Tasks:

» Control and monitoring of the overall process of the machine

» Providing and sending motion control and process-relevant data for
MOVI-C® CONTROLLER

» Connection to databases, if necessary

[3] |Control Network The control and process control level comprises all components for controlling
the overall process, connected components for data storage, backup and pro-
vision of data to higher-level systems (e.g. SCADA).

Tasks:

» Control and monitoring of the overall process of a system and adjacent
machines

* Provision of time synchronization

» Connection of databases, if necessary

» Control and monitoring of remote access

* Provision of maintenance windows and files (updates)

[4] |Office Network The office network comprises members of the corporate network that require
system or process-relevant data (information).

Tasks:
» Data access/storage on servers within a DMZ: The DMZ can usually be

found between the process control level and the office network.
» Connection to cloud services, if necessary
+ System management

333504 18/EN — 04/2026

5.4.2 Conduit

Data is transferred across zone limits for configuration, startup, diagnostics, mainte-
nance and operation. A logical grouping of communication channels with common se-
curity requirements that connect 2 or more zones with each other is referred to as
conduit.

In the motion controller application case, the zones of the system network can be con-
nected via the conduits illustrated below.
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Network segmentation

Furthermore, situation-specific conduits must also be taken into account, e.g. only the
ones active in the event of maintenance.
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The following table shows the transfer of data in the conduits using the example of the
motion control application case. Depending on the system, the data may also be
transmitted via other channels or fieldbuses.

Con-|Data Description

duit
Configuration Data on- |+ Transfer of the configuration data of the controller via service and main-
Board (CDO) tenance access
Configuration Data Sys- |+ Transfer of the configuration data of the inverters via service and main-
tem (CDS) tenance access
Log Data Onboard * Retrieving saved log information via the IEC Editor or service and main-
(LDO) tenance access
Application data (AD) » Transfer of the application data to the motion controller via service and

C1 maintenance access
» Feedback of applicative characteristic values via web visualization

System data (SD) Certificates are updated and retrieved via service and maintenance ac-

cess

Parameter data (PAD) Applicative parameter data is exchanged during startup and during
operation in order to respond to dynamic processes (e.g. adjustment of
the tension of the conveyor belt). This is done via service and mainte-

nance access or web visualization.
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UHX..A / FHX..A as motion controller
Network segmentation

Con-
duit

Data

Description

C2

Configuration Data on-
Board (CDO)

Transfer of the controller configuration data via PROFINET engineering.

Configuration Data Sys-
tem (CDS)

Transfer of the configuration data of the inverters, for example if a
device replacement is automatically loaded onto the subcomponent via
PROFINET engineering.

Log Data Onboard
(LDO)

Retrieving saved log information via the IEC Editor via PROFINET engi-
neering.

Application data (AD)

Application data is transferred to the motion controller via PROFINET
engineering.

Feedback of applicative characteristic values

Process data (PD)

Process-relevant data and information are exchanged between the mo-
tion controller and the higher-level controller

System data (SD)

Certificates are updated and retrieved via PROFINET engineering

Parameter data (PAD)

Transfer of parameter values via one of the following options:
— Web visualization

— MOVISUITE® (PROFINET routing)

— Parameter channel of the process data

c3"

Configuration Data on-
Board (CDO)

Transfer of the controller configuration data via PROFINET engineering

Configuration Data Sys-
tem (CDS)

Transferring the configuration data of the inverters

Log Data Onboard
(LDO)

Retrieving saved log information via the IEC Editor

Application data (AD)

Application data is transferred to the motion controller
Feedback of applicative characteristic values

System data (SD)

Certificates are updated and retrieved

Parameter data (PAD)

Transfer of parameter values via one of the following options:
— Via web visualization
— MOVISUITE® (PROFINET routing)

— Parameter channel of the process data

5
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UHX..A / FHX..A as motion controller
Time synchronization

Con-
duit

Data

Description

C4

Configuration Data on-
Board (CDO)

Transfer of the controller configuration data via MOVISUITE® engineer-
ing PC

Configuration Data Sys-
tem (CDS)

Transferring the configuration data of the inverters via MOVISUITE®

Log Data Onboard
(LDO):

Retrieving saved log information via the IEC Editor

Log Data Central (LDC)

Log data is sent to a syslog server

Application data (AD)

Application data is transferred to the motion controller
Feedback of applicative characteristic values

System data (SD)

Certificates are updated and retrieved

Parameter data (PAD)

Transfer of parameter values via one of the following options:
— Via web visualization
— MOVISUITE®

C5

System data (SD)

Certificates are updated and retrieved

Application data (AD)

Application data is transferred to or returned to the motion controller
(e.g. remote maintenance or evaluations of production)

1) This conduit uses PROFINET for engineering purposes.

5.5

For information about securing the conduits, refer to chapter "Controller services and
options for protection" (— B 28).

Time synchronization

To use certificate-based encrypted time of the

MOVI-C® CONTROLLER must be correct.
Observe the following information:

communication, the

+  SEW-EURODRIVE recommends operating the time server in the same machine
network as the MOVI-C® CONTROLLER.

» If the time server is located outside of the machine network, the port in the firewall
may need to be enabled. Incoming port 123 is used by default.

« If the MOVI-C® CONTROLLER also serves as a time server for other network sta-
tions, the user-specific port must also be enabled in the firewall.
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External measures — physically secure the device

6 Hardening measures

Observe the following information:

No local encryption is performed at the operating system level of the UHX..A or
FHX..A controller.

Appropriate measures must be taken to physically access the device, see chapter
"External measures — physically secure the device" (— B 27).

Access to the device via the network must be protected by authentication mechan-
isms. Functions integrated on the controller can be used for this purpose.

6.1 External measures — physically secure the device

MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER have hardware inter-
faces (RJ45 and USB). USB ports are only available for the MOVI-C® CONTROLLER,
type UHX65A and UHX86A. The MOVI-C® FIELD CONTROLLER also has M12 plug
connectors and M16 and M25 cable glands.

Observe the following:

6.2 Basic settings

To prevent use, block unused hardware interfaces with physical protection, e.g. a
port blocker, port lock or at least with lockable closing plugs or cover caps.

Set up a physical access control for the room or control cabinet where the product
is located. For example, use robust housings, locks, or safety screws for this pur-
pose.

You can use the runtime system safety guidelines of the device to make system-wide
security basic settings. You have the following options to take device security require-
ments into account directly during initial startup of the controller:

Activate encrypted communication. (— B 27)
Activate the device user management. (— B 28)

Both options can be set up in such a way that they are mandatory for the user. This is
called "forced" in the settings.

For a detailed description, refer to the "Security options for controllers type UHX.. and
FHX.. (MOVI-C®) firmware V08.01 or later" manual.

6.3 Setting up device user management

Security option: Device user management

Local device user management can be activated on the controller and managed via
the engineering tool. Created device users receive defined access permissions and
execution permissions for interaction with the device based on assigned roles.

The asset owner (e.g. system operator or system administrator) must be informed
about the following changes:

Device users that are no longer required must be removed by the administrator.
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Secure communication channels

» Passwords that are known to the service provider, no longer secret or at risk must
be changed.

» Passwords (e.g. system users) that are no longer required must be changed. This
will indirectly delete system access.

For a detailed description, refer to the "Security options for controllers type UHX.. and
FHX.. (MOVI-C®) firmware V08.01 or later" manual.

For the motion control application case, possible user roles (groups) were identified
and analyzed based on the functions and task areas of these users so that the control-
ler assets could be assigned to these groups. This configuration serves as an exten-
sion and finer structure of the user management created as standard. For the tables
for the motion control example, refer to chapter "Example of motion control user man-
agement" (— B 42).

6.4 Secure communication channels

Security option: Secure channel
As of firmware version 08.01, controllers support encrypted connections to the engi-

neering tool as well as via provided services (OPC UA, MQTT, ..).
Observe the following information:
* Only open the communication interfaces used.

» Secure the communication channels using suitable measures. The controllers offer
certificate-based encryption for provided services for example.

» Activate encrypted communication.
Security option: Secure web visualization

Encrypt the communication to the web server (HTTPS) and only allow secure connec-
tions to the provided web visualization.

For a detailed description, refer to the "Security options for controllers type UHX.. and
FHX.. (MOVI-C®) firmware V08.01 or later" manual.

6.5 Controller services and options for protection

A description of the data classes can be found in chapter "Data classifica-
tion" (— B 20).

Service/ | Data class | Recommended measures
[port]
FTP CDO, FTP access is deactivated by default:
[X80/X81] %g’S’P/;% + Use the default setting.
» Deactivate FTP after the startup phase at the latest.
Telnet CDO, AD, |Telnet access is deactivated by default:
[X80/X81] SD |, Use the default setting.
» Deactivate Telnet after the startup phase at the latest.
* Implement time synchronization via IEC SNTP libraries.
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Controller services and options for protection

Service/ | Data class | Recommended measures
[port]
Fieldbus CDO, Operator measures:
[X40] CDs, SAD’ » Access from external networks or higher-level controllers (e.g. 3rd-party head
PI%ADD, PLC) must not take place directly on the fieldbus (e.g. separation by firewall)
» Physical access protection to the system bus exists.
» Secure local hardware fieldbus ports (e.g. via deactivation or use of closable
protection covers of unused ports).
» The 3rd-party head PLC should check the devices in the fieldbus.
EtherCAT® | CDS, LDO, | Operator measures:
lus
/SBus PD,PAD 1. External networks must not access the system bus (EtherCAT / SBus™"®) di-
[X30] rectly (e.g. separated by firewall or physically with the OT network)
* Physical access protection to the system bus exists (e.g. ports in closed con-
trol cabinets).
» Perform the restart of the system bus as follows: After changing the
EtherCAT® structure, the startup must require a check and approval of the ap-
propriately authorized operator. Do not restart automatically. The application
developer is responsible for setup.
3S engi- CDO, Activate device security settings (via IEC Editor):
neering | LDO, AD, |.  activate encryption of communication via the secure channel.
stack SD, PAD , ) , .
» Activate the device user management. Define groups, users, symbol rights,
[X80/X81], and access rights.
[X401"
Service CDO, The following measure only applies to MOVI-C® CONTROLLER types UHX65A
data com- | CDS, LDC, |and UHX86A:
munication | AD, PD, |, oply for a VPN connection via GPOS. The motion control example only takes
(data SD, PAD RTOS into account.
streaming) | | _ ¢
Operator measure:
[X80/X81] . . - -
» Only allow access via data streaming within the trust limits.
or Y » Use a firewall to delineate the external trust range.
[X40] « Operate a permanently installed maintenance computer with MOVISUITE®
within the trust range. Only allow access by authorized persons.
Firmware SD The following measure only applies to MOVI-C® CONTROLLER types UHX65A
[SD/CFast and UHX86A.
card] * Only for a VPN connection via GPOS. The motion control example only takes

RTOS into account.

Operator measures:

» Set up a physical access control for the room or control cabinet where the
product is located. For example, use robust housings, locks, or safety screws
for this purpose.

*  Only allow authorized and qualified persons to physically access the SD/
CFast card.
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Controller services and options for protection

Service/ | Data class | Recommended measures
[port]

IEC appli- AD Activate device security settings (via IEC Editor):
cation » Activate encrypted communication.

[SD/CFast » Activate the device user management. Define groups, users, symbol rights,
card] and access rights.

» Use password-protected and certificate-based project encryption if the project
is stored on the memory card.

Operator measures:

» Set up a physical access control for the room or control cabinet where the
product is located. For example, use robust housings, locks, or safety screws
for this purpose.

*  Only allow authorized and qualified persons to physically access the SD/
CFast card.

Parameter PAD Activate device security settings (via IEC Editor):
set on disk « Activate the device user management. Define groups, users, symbol rights,
[SD/CFast and access rights.

card] Operator measures:

» Set up a physical access control for the room or control cabinet where the
product is located. For example, use robust housings, locks, or safety screws
for this purpose.

» Only allow authorized and qualified persons to physically access the SD/
CFast card.

CAN stack | User-spe- | CAN stack access is deactivated by default.
[X85/X91?A | cific B N - . .
y configuring and assigning the telegram, you specify which data (process, pa-
rameter, or configuration data) is sent via the telegram.

Operator measures:

» If the controller is operated in an unsecured network, this must only be done
in a safe environment and according to a risk analysis.

* Physically protect access to the CAN bus.

SysSock | LDC, LDS, |Activate device security settings (via IEC Editor):
Communi- | PD,PAD |, yse the NetBaseServices CODESYS library for data encryption of TCP/
cation UDP telegrams. The implementation takes place in the IEC program code.
[X80/X81]
Web PAD Activate device security settings (via IEC Editor):
server «  Use secure web visualization to communicate certificate-based via HTTPS.
[X80] « Activate the device user management. Define groups, users, symbol rights,
and access rights.
OPC UA | LDC, LDS, |Activate device security settings (via IEC Editor):
server PD, PAD Activate certificate-based, encrypted communication via OPC UA (currently
[X80] deactivated by default).

* Activate the device user management. Define groups, users, symbol rights,
and access rights.

* Create a role and a user for OPC UA.
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Encrypt project files

Service/ |Data class | Recommended measures

[port]

OPC UA | LDC, LDS, |Activate device security settings (via IEC Editor):
client PD, PAD |,

[X80]

Activate certificate-based, encrypted communication via OPC UA (currently
deactivated by default). The function is available as of controller firmware 10.x
and MOVISUITE® vV2.70.2.

1) for fieldbus engineering

2) Only controller type UHX15A, UHX25A, UHX45A or FHX25A, FHX45

6.6 Encrypt project files

6.7 Logging

Security option: Project encryption

MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER offer the option of stor-
ing the IEC project on the controller. The saved project can be encrypted for additional
protection.

For a detailed description, refer to the "Security options for controllers type UHX.. and
FHX.. (MOVI-C®) firmware V08.01 or later" manual.

Access to the controller should be logged. Some components (e.g. WebVisu) gener-
ate an entry in the system log of the controller when establishing a connection. You
can view the log data from the device in the connected state via the IEC Editor. Alter-
natively, accesses with higher-level systems can be logged.

For a detailed description, refer to the "Security options for controllers type UHX.. and
FHX.. (MOVI-C®) firmware V08.01 or later" manual.

6.8 Time synchronization

Correct time synchronization is required for using the following functions:
» Validation of certificates because their validity periods must be checked.

* Precise timestamps are important in log files in order to clearly assign events, to
limit errors and to document safety-relevant processes in a comprehensible man-
ner.

Ideally, the time server is located in the same network zone as the controller to enable
direct communication. If the time server is located in another network zone, a corre-
sponding conduit must exist between the zones and the firewall must enable the in-
coming UDP port 123.

The technical implementation can be carried out, for example, via the CODESYS li-
brary "SNTP_Service_SL" from the IoT Libraries SL package. Package V1.5.0.0 or
later is integrated in the I|EC Editor as of MOVISUITE® V2.30 and
MOVI-C® CONTROLLER firmware V07.00.

As of MOVI-C® CONTROLLER firmware version 07.x, the required license is already
integrated as standard.

The system time and time zone of the MOVI-C® CONTROLLER and
MOVI-C® FIELD CONTROLLER can be set via MOVISUITE®.

6
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Hardening measures
GPOS - second operating system of the controller

For a detailed description, refer to the "Security options for controllers type UHX.. and
FHX.. (MOVI-C®) firmware V08.01 or later" manual.

GPOS - second operating system of the controller

The MOVI-C® CONTROLLER UHX65A and UHX86A can host a 2nd operating system
via the RTS hypervisor, which is executed independently of the real-time system for
the motion control part. This 2nd operating system can be configured and used for
customer-specific application programs and services that are usually run on industrial
PCs. The internal virtual LAN interface can be used to communicate between GPOS
and RTOS. The following IP addresses are used:

. 192.168.2.1 (RTOS)
. 192.168.2.2 (GPOS)

The following Ethernet ports are available for physically connecting the GPO to net-
works:

+  UHXG65A-04
- X90

*  UHXB86A
- X90
- X91

Deactivate, lock or uninstall all unnecessary services, services and OS components
after startup of the Windows part of the controller.

For example, the measures suggested by Microsoft can be performed according to the
CIS benchmark to harden the Windows part. Hardening according to level 1 (L1) + Bit-
Locker (BL) was successfully tested without restricting the functionality of the
MOVIKIT® Visualization and PLCNode products. For engineering access to MOVIKIT®
Visualization, port 11740 must be opened in the Local Group Policy.

SEW-EURODRIVE recommends installing and operating only signed drivers and
signed apps from trusted sources on the GPOS. Only establish a connection of the
controller outside the local production network after performing a risk analysis of the
entire system. The configuration, management and exact settings of the GPOS are
the responsibility of the user.

Engineering connection via GPOS

To prevent direct engineering access to the RTOS part, engineering access can be
implemented via the Windows part (GPOS) and the internal VNET interface via port
forwarding.

The routing and activation of the required ports can be implemented by the user. More
detailed information about required ports can be determined via the port list and
should only be opened for the duration of engineering access.
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7.2

7.3

Configuring the engineering PC
Configuring UEFI/BIOS settings

Configuring the engineering PC

PCs used in automation technology typically cannot be modified during operation, and
updates and additional software are difficult to install. Daily updates of virus signatures
are rarely possible.

Therefore, the following chapters provide guidance on the secure configuration of a
PC using a multi-layered protection concept. Since Windows systems rarely have
identical configurations, only typical characteristics can be described.

If your IT organization has established specifications for setting up PC systems, the
specifications of your organization must be followed and the information in this chapter
must only be considered as advice.

Observe the following information:
» Set up a multi-layered protection concept.
» Secure PCs at regular intervals in accordance with the state-of-the-art.

Configuring UEFI/BIOS settings

Observe the following information:

» Secure the base software as thoroughly as possible in accordance with the prin-
ciple of least privilege. Allow only access and functions that are required by the ap-
plications.

» Configure the boot order so that the internal hard drive is used first, followed by
additional required media.

* Disable all unused interfaces in the UEFI/BIOS, for example wireless, USB,
Bluetooth.

» Use UEFI/BIOS passwords where possible.

Securing interfaces

If interfaces cannot be disabled in the UEFI/BIOS, they must be blocked in the operat-
ing system using appropriate measures, for example:

» Enable and configure the Windows Firewall. Access to external media must only
be possible with administrator privileges.

» Check all media with a current virus scanner before connecting.

* Only allow the use of approved USB devices and prevent other use by e.g. USB
blockers.

Reducing privileges (principle of least privilege)

One basic idea of protection is to reduce the attack area as much as possible. The
rights offered by Windows for the device user must be kept to a minimum by the sys-
tem administrator.

Observe the following information:

+ Enable the Windows screen lock with password protection. Configure the screen
lock so that it switches on automatically after a defined time.

Manual — Cybersecurity best practice for UHX..A and FHX..A type controllers (MOVI-C®)
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Configuring the engineering PC
Apply patches in a controlled manner

* Operate Windows with standard user privileges during daily use. Administrator
privileges are only required for installation.

« Since any software can represent a potential vulnerability, SEW-EURODRIVE rec-
ommends using only mandatory software on the PC.

Apply patches in a controlled manner

SEW-EURODRIVE provides updates to the MOVISUITE® engineering software at reg-
ular intervals. These include both function updates and security patches.

To ensure smooth transition from the maintenance phase to the operating phase, se-
curity patches must be planned within an automation system after successful qualifica-
tion (compatibility check).

Observe the following information:

» Preferably apply patches, software updates, and signature updates in non-critical
situations. Interactions that affect availability and changes in behavior, such as re-
duced performance, cannot be completely ruled out in advance.

» Carefully check whether connecting the PC to the Internet is actually necessary for
patches or updates. Perform a full virus scan after connecting the PC to the Inter-
net.

* Obtain the update only from a trusted source. You can find updates to the
MOVISUITE® engineering software in the SEW-EURODRIVE OnlineSupport.

* Check compatibility with the system before applying the update. You can use re-
lease notes to identify dependencies that are already required in advance and take
any necessary measures.

» If the update is downloaded directly to the engineering PC, protect the connection
to the Internet via a firewall and use other suitable protection mechanisms (e.g.
website whitelisting, deep packet inspection).

Using antivirus software

SEW-EURODRIVE recommends using antivirus software that detects malware using
signatures and heuristic methods. SEW-EURODRIVE does not recommend any spe-
cific antivirus software.

Observe the following information:

* Use security software, such as antivirus programs, and update their signatures
regularly.

» Use antivirus software in accordance with your own security policy.

Configuring application whitelisting

Application whitelisting is a security measure that prevents the execution of unautho-
rized software. Particularly in environments where regular updates are not possible or
not appropriate, application whitelisting provides a complement or an alternative to tra-
ditional antivirus software. Application whitelisting is now recognized as equivalent to
the use of antivirus software.
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Configuring the engineering PC 7

Ports to be enabled

Observe the following information:
» Check whether application whitelisting can be used in your environment.

» Use application whitelisting in addition to the operating system’s access restric-
tions.

» Check whether all necessary programs are qualified in application whitelisting to
avoid problems in everyday work.

For information on the interfaces and protocols used, refer to the documentation of the
respective software so that they are also known to IT network administration.

7.7 Ports to be enabled

In the "Ports and services for Wi-Fi- and Ethernet-based communication - hardware
and software" manual, chapter MOVISUITE® lists the ports that must be explicitly en-
abled for the UHX/FHX engineering software. Additional ports should remain closed or
only be enabled depending on the respective intended use of the engineering PC.
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Backup and restore

Backup

8
8.1

8.2

Backup and restore

Backup

Save system-relevant data to a separate storage medium. You can save the applica-
tion program and all controller-relevant data using the MOVISUITE®'Data Backup and
Restore" function.

SEW-EURODRIVE recommends using the 3-2-1 strategy for backing up and retaining
data. This strategy relates to the creation of 3 backups on 2 different storage media.
One backup should be located outside the site to provide maximum protection.

You can export the following data via the IEC Editor:
» Security settings

» Device user management

* Access rights and symbol rights

Installed certificates can be transferred from the controller to the engineering PC via
the security screen.

Note that certificates contain device-specific information, such as the device name. If
the device name is changed, the affected certificates can no longer be used and must
be issued again.

Disaster recovery

Based on the risk analysis carried out, the system integrator creates a restore process
together with the operator. The required process steps are tested and practiced with
the persons involved.

To restart the system as quickly as possible in the event of damage, you can trigger
the "Data Backup and Restore" function via MOVISUITE® and restore a previously
saved data set version.

The device user management and access rights created in the IEC Editor can be im-
ported from a previous backup. If certificates were used but not saved separately,
these certificates must be created or issued again based on the system information
contained.

If new security patches have been provided since your last backup, check whether an
update is required and update your project if necessary before transferring the files
back to the controller.

For a detailed description, refer to the "Security options for controllers type UHX.. and
FHX.. (MOVI-C®) firmware V08.01 or later" manual.
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Shutdown and waste disposal
Deleting data on SD/CFast cards

9 Shutdown and waste disposal

The data on the device must be securely deleted before the device is disposed of or
sent to a recycling process. Select a safe deletion procedure for data classified as re-
levant for IT security.

For a detailed description, refer to the product manual of the respective controller.

9.1 Deleting data on SD/CFast cards

To delete saved data on the SD or CFast card without destroying it, a low-level format-
ting (LLF) can be performed. This type of formatting completely deletes the map and
creates new sectors on it. LLF creates a physical format that determines where your
data is stored on the hard disk to be formatted. Unlike high-level formatting, this type

of formatting is performed directly on your hard disk sectors.

When formatting a storage medium low-level, the storage areas are highlighted and
the start of a recording block and other information are displayed. The internal control-
ler later uses this meta data for all read and write operations.

Suitable tools are available on the Internet, partly as freeware.

Note that after low-level formatting, the SD card can no longer be used with a
MOVI-C® CONTROLLER or MOVI-C® FIELD CONTROLLER.

9.2 Deleting NVRAM data

In order to delete stored data in the NVRAM of the controller non-destructively without
hardware intervention, the user must ensure that both the retain and retain-persistent
memory areas are fully allocated up to the specified maximum capacity and then over-
written with a defined overwrite pattern.

This process reliably makes all data previously stored in NVRAM inaccessible.
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EU Machinery Regulation

10 Cybersecurity requirements from the EU Machinery Regulation

Observe the following information regarding the implementation of the cybersecurity
requirements from the EU Machinery Regulation (Regulation 2023/1230, "MR"). All
other requirements of the MR apply additionally and are not described here.

10.1 EU Machinery Regulation

The EU Machinery Regulation (Regulation 2023/1230, "MR") sets special require-
ments on safety components and machines to protect them from corruption.

The described device does not integrate a safety component.
MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER do not have integrated
safety subfunctions. In their task as e.g. motion controllers, they forward unprocessed
functional safety data from a higher-level fieldbus protocol to a lower-level inverter or I/
O module.

The devices provide cybersecurity functions for protecting the software and data.
These functions make it easier for you to integrate the devices into MR-compliant sys-
tems. Depending on the results of the risk assessment, you must take additional orga-
nizational measures to protect the systems.

10.2 Measures

The following chapter supports you in fulfilling MR-relevant requirements for your sys-
tem based on organizational measures and technically available functions of the con-
trollers. In order to meet the cybersecurity requirements of the MR, the implementation
of technical and organizational measures to protect the components is transferred to
the machine manufacturer.

Observe the following:

* Perform a risk assessment and risk minimization of the machine according to
ISO 12100. Take into account the mentioned functionality and the possibility of
corrupting the transferred data.

10.2.1 Available technical measures

MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER support security func-
tions that you can activate as of firmware version V08.01.

» Set up certificate-based encrypted communication (e.g. engineering, OPC UA, ..).
» Activate device user management.

» Set up project encryption (certificate/password).

» Set up secure web visualization to web server (HTTPS).

10.2.2 Risk assessment in accordance with ISO 12100

Sample measure

Description Com-
pleted

Perform risk assessment and risk minimization according to ISO 12100. -
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Measures
10.2.3 Physical access protection
Sample measure Description Com-
pleted

Secure the company premises, e.g. with fences and plant protection. "M1" (— & 16)

Include rooms and buildings of the automation system in object protection, |-
which ensures monitoring even outside employee attendance hours.

Secure control cabinet components in lockable control cabinets. "Requirements for

the location of
use" (— B 16)

Secure decentralized components in lockable rooms or fenced areas. "Requirements for

the operating envi-
ronment" (— B 15)

Train authorized persons for possible hazards and raise awareness of the |-
effects of manual intervention.

10.2.4 Digital access protection

The following technical and organizational measures support protection against cor-

ruption of your system.

Organizational measures

Sample measure Description Com-
pleted

Set up access control at system level "M3" (— B 16)

Introduce password policy at system level "M4" (— B 16)

Monitor the network. Only establish connections to trusted networks. "M5" (— B 17)

Segment the network and apply a defense-in-depth strategy. "M6" (— B 17)

Secure remote maintenance systems "M10" (— B 17)

Use of approved software

"M11" (— B 18)

Backup and restore process "M12" (— B 18)

Audit log

"M13" (— B 18)

Physical detection of manipulation on the storage medium "M14" (— B 18)

Available technical measures on the controller (via the IEC Editor)

Sample measure Description Com-
pleted
Set up certificate-based encrypted communication (e.g. engineering, OPC | "Secure communi-
UA, ..) cation chan-
nels" (— & 28)
Activate device user management. "Setting up device
user manage-
ment" (— B 27)
Set up project encryption (certificate/password) "Encrypt project

files" (— & 31)
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Measures

Sample measure Description Com-
pleted
Set up secure web visualization to web server (HTTPS) "Secure communi-
cation chan-
nels" (— B 28)
10.2.5 Protect hardware interfaces
Sample measure Description Com-
pleted
Restrict physical access to the product "M1" (— B 16)
Physical protection of unused interfaces "MQ" (— B 17)
Create audit log "M13" (— B 18)
Physical detection of manipulation on the storage medium "M14" (— B 18)
10.2.6 Transparency about installed safety-relevant software
Sample measure Description Com-
pleted
Only use approved software "M11" (— B 18)
Set up project encryption (certificate/password) "Encrypt project
files" (— B 31)
10.2.7  Proof of intervention in the software
Sample measure Description Com-
pleted

Audit log

"M13" (— B 18)
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11 Cybersecurity requirements from the EU Data Act

MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER are not designed and
developed for transporting, storing and processing personal data.

No personal data is required to operate applications on a MOVI-C® CONTROLLER or
MOVI-C® FIELD CONTROLLER. If processing of personal data is still required in ex-
ceptional cases, the data must be secured by the application developer and the oper-
ator using additional external and organizational protective measures.

By default, MOVI-C® CONTROLLER and MOVI-C® FIELD CONTROLLER do not
provide device-relevant and application-relevant data outside of MOVISUITE® or the
IEC Editor. If you activate and use standardized interfaces such as OPC UA or the
web server, these interfaces and provided data must be managed, protected and
checked.

The interfaces and the respective data accesses must be activated and configured.
SEW-EURODRIVE recommends implementing the latest security measures for ac-
cess protection when using these interfaces and services.

1.1 EU Data Act

Storing data

Accessing data

Deleting data
Data transmission

Quality of service

The product offers "Access by Design" for all data generated by the product and thus
meets the requirements of the EU Data Act (Regulation 2023/2851):

» Data in the product is stored until it is actively deleted or overwritten.

* Log and trace data is automatically overwritten in the designated ring buffers as
soon as they are full.

» Trace data is collected as soon as a trace has been configured and added to the
active application. Trace data is stored in memory at runtime and can be exported
by the user and saved as a TRACE file on the engineering PC. Depending on the
configuration and selected trace duration, collected data is overwritten if the buffer
memory is full.

» All data can be read from the product using freely available engineering software
from SEW-EURODRIVE or via local interfaces or network connections. HMI sys-
tems and external controllers can also access product data according to the active
device configuration.

» For information on deleting data, refer to "Shutdown and waste disposal" (— B 37).

* In delivery state, the product does not automatically transfer data to devices in it's
environment. Depending on the firmware version, you can configure an indepen-
dent data transmission.

* The device has different qualities of service for data communication:

— Cyclic communication to control the device. A few bytes are transferred real-
time capably and cyclically.

— Acyclic access to all idle data stored on the device.
* The response time depends on the communication interface used.

* The cycle time is determined by the controlling or requesting device, and is usually
between 1 ms and 100 ms.

» The quality of service of additionally configured, independent data transmissions
depends on their respective configuration.

11
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12 Example of motion control user management

121 Creating a role concept

Access rights of a group are assigned based on runtime system objects or file system
objects and are inherited from the parent object to the child object below. All members
of a group have the same rights.

The following tables show the recommended structural structure of a role concept us-

ing the example of motion control:

Table

Description

"Assets of the con-
troller" (— B 43)

This table lists the assets used by the controller.

Some of these assets can be protected by access protection
settings using the user rights in the IEC Editor.

"User
roles" (— B 44)

Various user roles are suggested in this table. You can use
these as a basis for creating your own user roles in the IEC
Editor.

"Assignment of as-
sets/
roles" (— B 49)

The table assigns the roles to the respective required assets.

These assets are required for the assigned role to perform its
respective tasks.

"Suggested access
rights for IEC Ed-
itor" (— B 47)

This table shows the relationship between the user rights and
the settings in the IEC Editor.

You can use this information to create your own user concept.
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Assets of the controller

12.2  Assets of the controller
The following assets of the MOVI-C® CONTROLLER and
MOVI-C® FIELD CONTROLLER are available.
ID | Asset (protocol/ Interface Task
function)
AO01 Telnet X80/X81 Time synchronization without IEC
A02 FTP X80/X81 (Full) access to the file system of the
MOVI-C® CONTROLLER
A03 Fieldbus X40 Fieldbus and fieldbus engineering
A04 | System bus stack X30 MOVISUITE® access to MOVI-C® CONTROLLER and
MOVIDRIVE®
AQ05 | 3S engineering X80/X81 Device user management, diagnostics, debugging and
stack X40/X41 programming, IEC program in general
X90/X91"
AQ6 Service data X80/X81 Data streaming (currently only unprotected communica-
(gz:r;n;?rglacs:;gg) X40/X41 tion is supported)
X90/X91"
AQ7 FW on disk X80/X81 Backup and restore, firmware upgrade/downgrade
X40
CFast/SD card
A08 | IEC application X80/X81 IEC application and code
X40
CFast/SD card
AQ09 | ParamSet on disk X80/X81 Parameterization of the MOVI-C® CONTROLLER
X40
CFast/SD card
A10 CAN stack X85 (UHX..) Available for UHX15A, UHX25A, UHX45A, FHX25A and
X9 (FHX..) FHX45A.
The interface is deactivated by default and can only be
used after implementation.
A11 Cmp web X80/X81 Web server and WebVisualization
X90/X91
A12 SysSock X80/X81 Depending on the IEC implementation
X40
A13 OPC UA X80/X81 OPC UA communication
A14 Time sync X80/X81 Time synchronization to a time server via IEC SNTP li-

brary functions

1) for MOVIKIT® Visualization

12
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12.3 User roles

The following possible user roles have been defined for the use case of a
MOVI-C® CONTROLLER or MOVI-C® FIELD CONTROLLER as motion controller.

ID Phase Role/user profile Description

R01 |Operation Observer (monitoring) * Monitoring of information via an HMI interface

R0O2 | Operation Operator (operation) *  Operator of a software module, machine or sys-
tem

* Intervention via start, stop of the system
* Acknowledgment of known error situations

RO3 | Operation Expert operation « Error correction

* Maintenance

» Application-specific parameterization
* Application-specific optimization

R04 | Engineering Exception to operation « System intervention
+ Parameterization with MOVISUITE® and
IEC Editor

e Error correction

RO5 | Engineering IT administration device * Management of security properties

+ Device user management setup (users, groups,
authorization concepts, certificates)

* Network configuration (optional)

RO6 |Engineering IT agreements and definition |+ Risk assessment module, machine and systems
of security measures +  Assignment of safety zones (trusted zone)

* Remote maintenance concept

RO7 | Operation Performance and condition » Statistics on the performance and condition of
statistics the modules, machines and systems
RO8 |Engineering | Startup on-site service » First startup

e Service on site

RO9 | Engineering Remote maintenance « First startup
« Service on site

R10 |Engineering Neighboring devices » Establishing communication between "certified"
devices and the SEW controller

R11 | Operation DriveRadar® » Collecting and forwarding data that is relevant to
DriveRadar®

»  Supporting DriveRadar® functions

R12 |Engineering |Firmware updates + Standard firmware via MOVISUITE®

R13 | Engineering Product service/repair * Repair of a defective product by an employee of
SEW-EURODRIVE
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Example of motion control user management

Suggested user roles

RO1

R02

R03

RO5

R06

RO7

R08

R09

R10

R11

R12

R13

Device
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Certificate

AN

<

DeleteCertificate

BN

<

ExportCertificate

<

ExportPkcs12Key-
store

BN

<

GetStatus

<

ImportCertificate

<

<

ImportPkcs12Key-
store

<

<

ListCertificates

ListUseCases

MoveCertificate

ENII NI

cert

export

import

DATA

NSNS SNINS S
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Example of motion control user management

Suggested user roles

RO1

R02

RO3

R04

RO5

R06

RO7

R08

R09

R10

R11

R12

R13

Blueprint

config

OPCUAServer

Intermediate

PROJECT

UserMgr

NSNS NS
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Example of motion control user management
Suggested access rights for IEC Editor

12.5 Suggested access rights for IEC Editor

12.5.1 RO01 - RO07 access rights

Key

Symbol

Meaning

L

Access right explicitly granted

Access right explicitly denied

Access right neutral, granted through inheritance

0| 1

Access right neutral, denied through inheritance

&3

The access right was not explicitly set or denied, not even in the parent
object. Access is not possible.

None

Several objects are selected that do not have uniform access rights.

Component/access RO1 R02 R03 R04 R05, R06 RO7
right
CmpDevice +View
Device +View
= Al = Al = Al s Modify s Al
mm QOther
mm QOther

CmpUserMgr
Device.UserMana | ™= Al = Al = Al = Al s Al = Al
gement
CmpPleShell - Al = Al - Al - Al o Al - Al
Device.PlcShell
CmpApp s View
Device.PlcLogic | == Al = Al = Al = Al s Al

mm QOther
Device.PlcLogic
. Backup&Resto | EmAl =1 Al =1 Al =1 All £ Al = Al
re
CmpSettings - Al - Al - Al - Al o Al - Al
Device.Settings
Device.Settings
.SecuritySettin | == Al = Al = Al = Al s Al = All
gs
CmpX509Cert - Al - Al - Al - Al - Al - Al
Device.X509
o .

ateisystem - Al - Al - Al - Al o Al - Al

/

Observe the following information:
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Example of motion control user management
Suggested access rights for IEC Editor

RO03: Expert operation is used for parameterization via MOVISUITE® and uses the
Data Streaming protocol. R0O3 does not run via a CODESYS device user, but via a
system user for automatic code generation of MOVISUITE®.

RO5/R06: The IT administration device user corresponds to the administrator for
OT and is also used for IT agreements and the definition of security measures
(e.g. TRA, network zone boundaries, remote maintenance concept).

12.5.2 RO08 — R013 access rights

Component/access RO8 R09 R10 R11 R12 R13

right

CmpDevice + View + View

Device o Al s Al = All = Al
== QOther == QOther

CmpUserMgr +V|ew +View

Device.UserMana +View

gement s Modify s Modify = Al = Al = Al

CmpPlcShell
Device.PlcShell

+AII +AII = Al = Al = Al = Al

CmpApp
Device.PlcLogic

e Al e Al = Al = Al = Al

mm QOther
Device.PlcLogic
. Backup&Resto | EpAl 5 Al = Al = All = Al = Al
re
CpSettings s Al o Al - Al - Al - Al - Al
Device.Settings
Device.Settings
.SecuritySettin | HEAl 5 Al = Al = Al = Al = Al
gs
CmpX509Cert s View e View o View
Device.X509
Add_ Add_ Add_ - Al - Al = Al
Remove Remove Remove
mm QOther mm QOther == QOther
Dateisystem +V|ew +View
/ = Al = Al = Al = Al
mm QOther mm Other
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Appendix 1
Assignment of assets/roles

13 Appendix

13.1  Assignment of assets/roles

3S-Engineering-Stack

Telnet
FTP

R0O1

Observer
(monitoring)

I
N
N

RO2 4|4

Operator
(operation)

RO3 4|4

Expert operation

O © ©wm

R04 4 4

Exception to opera-
tion

B ® ® () swemoussac
G ® ® ) e
O QO ® ) remsaoos
O ® © s
® O O O emww

RO5 4|4

IT administration
device

4 3. 4 | 4 | 4

© OO O O
O OO ® © ouswemms
OONONOINOL:

©

RO6 4 | 4 | 4 | 4
IT agreements and
definition

of security mea-
sures

4 | 4

O 0 OO O @ mm
® 0 OO O Omn

© O O
®
©

RO7 4 | 4 |3

Performance and
condition statistics

RO8 414

Startup & on-site
service

RO9 4|4

Remote mainte-
nance

O 0 O
©
©

O 0 O

®» 0 0 O
S,

O 0 O

CCCINS,

®» 0 O O

R10 )| (3

Adjacent devices

R11 4 4 |3
DriveRadar®

CECNCONOINO,
ONCNCONOINO,
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R12 4|4

Firmware updates

OO O 6
OO O 0 ©

®
©

Manual — Cybersecurity best practice for UHX..A and FHX..A type controllers (MOVI-C®) 49



13

Appendix

Assignment of assets/roles

X
[$]
S
S P > 2
5 | £ E s | 2
17 @ o © o)
= @© o B == o
Q .?_:J o 3 = Q 3 3 ~ < S
- E | 2|3 || 2| €| 5| =283 |0
2| a 2 | Y| g2 |S5 8|2z |8|%)|¢|¢
N - £ | 6|6 | & | o |F
Ris 4 OOOOO@Q@ s e e e s
Product service/re-
pair
Key:

Meaning

The asset is actively used and changed by the role.

®OF

The asset must be active. The asset is only used indirectly by the role. It is not
changed.

Example: OPC UA data is received and visualized. The role does not access
the OPC UA asset directly.

The asset can be active. The asset is only used indirectly by the role. Ex-
ample: The IEC program is always active, even if no role actively accesses it.

The asset is not required by the role and is not used.
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Glossary

Conduit

Logical grouping of communication channels with
common security requirements that connect at least
2 zones.

DMz

Demilitarized zone. Logically or physically delimited
network segment (safety zone) between an internal
network and an external network for the isolated
provision of services.

Firmware

Software that is embedded into electronic devices
and closely coupled with the hardware in terms of
functionality. The firmware provides basic control
functions and allows the device to start correctly,
function correctly, and communicate with other
devices.

GPOS (general-purpose operating system)
Windows part of the MOVI-C® CONTROLLER

IT (information technology)

Generic term for all technologies in the context of
electronic data processing. It includes, among other
things, the use of computers and software for man-
aging, storing, processing, and transferring data.

LLF

Low-level formatting. Process that permanently and
irrevocably deletes all data.

NTP server

Server that uses the Network Time Protocol (NTP)
to synchronize the clocks of computers and other
devices in a network. For this purpose, the server
provides the devices with a synchronized
timestamp.

Manual — Cybersecurity best practice for UHX..A and FHX..A type controllers (MOVI-C®) 5 1

Glossary

oT

Generic term for hardware and software used in in-
dustrial and technical environments to control and
monitor devices, systems, physical processes, and
events

OT network

Network that is configured and optimized for moni-
toring and controlling certain industrial processes or
applications. The network consists of control and
monitoring systems and devices (e.g. controllers,
sensors, actuators) that are connected to each
other by means of communication devices, either
via cable or via radio technology, exchange infor-
mation and share resources.

RTOS (real-time operating system)

Control section of the MOVI-C® CONTROLLER with
control program

SCADA system

System for data acquisition, monitoring and control
of processes and machines in industrial plants
TOM

Technical and organizational measures. Technical
and organizational measures to minimize risk and
damage.

TRA

Threat and Risk Analysis. A threat and risk analysis
is used to identify, collect and evaluate potential
dangers and resulting risks (damage) to a system
or component.

VLAN
Virtual Local Area Network. Logical subnetwork.
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14 Contacting SEW-EURODRIVE

You can find the worldwide contact data and locations on the SEW-EURODRIVE
website via the following link or the QR code shown below.

https://www.sew-eurodrive.de/contacts-worldwide
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DriveRadar®

R47 CM3C80S-30A-P/BK/DIPK/EZ4Z/SD1

< Mechanical installation

Installing the drive

v

Make sure that the ol level plugs and oil drain pif
wellas the breather valves at the gear unitare frg
accessible.

Install the drive in the projected mounting
position.

« Mounting position M1

Check the mounting position

THE GREEN SIDE

OF DRIVE

Removing flange nuts and terminal lin}

~/  The described connection is only for.

1. Ifthe drive was ordered with a pre-connec
connection type, remove the flange nuts.
the terminal links on the bolts.

2. Ifthe drive has ot been pre-connected in
connection type, remove all flange nuts ar
terminal links.

«

< Diagnostics

MMF31502-D11-5D3-BACO0-C//DSP/1

K29 .. MMF3
Error code input < Maintenance

Please read the error display on your contrf
and enter the error code.

Main error Sub e

Refilling oil
Error display NGO

Main error 11 Temperature monitori
Sub error  03: Device utiization

plate:

* 071

https://iotapp.io

' Google Play

i
. App Store

Documentation and technical information on your smartphone -

paperless and always available

Damage to the gear unit. Do not mix different synthetic
lubricants.

Fill in the following oil quantity via the cover

« CLPPG 460
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SEW-EURODRIVE
Driving the world

EURODRIVE

SEW-EURODRIVE GmbH & Co KG
Ernst-Blickle-Str. 42

76646 BRUCHSAL

GERMANY

Tel. +49725175-0

Fax +49725175-1970
sew@sew-eurodrive.com
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